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1.
Basic Information
1.1
Programme: Croatian IPA 2007, 1st component
1.2
Twinning Number: HR/2007/IB/JH/02
1.3
Title: Capacity building of the Croatian Agency for Protection of Personal Data 
(CAPPD)
1.4
Sector: Judiciary and fundamental rights
1.5
Beneficiary country: Croatia
2.
Objectives
2.1
Overall Objective(s):

Strengthening of the consultative and supervisory role of the Croatian Agency for Protection of Personal Data.
2.2
Project purpose:

Component I – Harmonization of the Act on Personal Data Protection with Directive 95/46/EC:
Harmonization of the Act on Personal Data Protection with Directive 95/46/EC as well as awareness – rising concerning a need for personal data protection and the importance of such protection.

Component II – Application of ISO 27001 standard – based information security system:
Implementation and certification of standard-based ISO 27001 for the information security system along with IT structure technical security policies improvement aimed at meeting the standard, as well as enhancing the effectiveness, reliability and security.
2.3
Contribution to Accession Partnership/ Stabilisation and Association Agreement/ 

           National Programme for Integration of the Republic of Croatia into the EU (NPIEU)
National Development Plan for the every calendar year predicts measures which refers to the harmonization of legislation and the capacity building. CAPPD contributed in a field of fundamental rights and personal data protection as well as more efficient implementation of the Personal Data Protection Act and strengthening public awareness of the fundamental rights of personal data protection among personal data filing system controllers, civil servants and Croatian citizens in general.
3.
Description
3.1
Background and justification
Article 37 of the Constitution guarantees the safety and secrecy of personal data and prohibits the use of such data for purposes contrary to the one for which they were collected. Croatia has ratified the COE Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS N° 108) and the Additional Protocol to Convention 108 regarding supervisory authorities and transborder data flows.

The Act on Personal Data Protection (Official Gazette103/2003, further in the text: the Law) was adopted in 2003. The Law regulates natural persons' personal data protection, as well as supervision over personal data collection, processing and use in the Republic of Croatia.

For the purpose of carrying out supervision over personal data protection, the Personal Data Protection Agency (further in the text: the Agency) was established by law. The Agency is a legal entity with public powers vested in it. The Personal Data Protection Agency is an independent, supervisory and consultative body in the field of personal data protection. Agency work is managed by the Agency Director, who is appointed, as well as relieved of duty by the Croatian Parliament. In April 2004, the Director and his Deputy were appointed (Official Gazette 58/2004). The appointment of the Agency officials could be designated as the inception of the Agency. The Agency's remit includes supervision of personal data protection legislation and activities, management of the central register containing records of personal data collections, and cooperation with state bodies in the drafting of legislation relating to personal data protection. This is complemented by the Regulation on keeping records and the form of records regarding personal data collections and the Regulation on storing and special technical protection measures for special categories of personal data. Under Article 133 of the Criminal Code fines or prison sentences are foreseen for the unauthorised collection, processing or use of personal data or the use of such data contrary to the statutory purpose of their collection. 

Among the most important activities of the Agency are the following:

- supervision of personal data protection enforcement;

- keeping of the Central Register;

- cooperation with the competent State authorities in order to draft regulations concerning personal data  protection.

With regard to the question of harmonization of regulations, it still has to be harmonized with Directive 95/46/EC. Furthermore, there is a comment in the  EC Opinion to the effect that "the Law contains requirements concerning an "adequate level of protection" when personal data are to be transferred to third countries, yet it has failed to provide for derogations as provided for by the Directive on Personal Data Protection involving transfers of personal data", which indicates a need for a further, more comprehensive harmonization with EU Directive 95/46. 
Besides, the Identification Number as a personal information has not been included in Article 2 paragraph 1 point 1 of the Act on Personal Data Protection, which is not in conformity with Article (2) paragraph (1) (a) of Directive 95/46/EC so it needs to be harmonised.

The Act on Personal Data Protection has completely failed to be harmonised with the following Articles of Directive 95/46/EC:

Article (7)(b) of Directive 95/46/EC related to personal data protection that is necessary for the execution of a contract to which the person whose data is processed is a party or for the purpose of taking steps at the request of the person whose data is processed prior to the conclusion of a contract;Article (9) of Directive 95/46/EC, which defines personal data processing in connection with the freedom of expression for the purpose of exempting the journalistic profession from certain provisions of the Directive,  is not included in the Act on Personal Data Protection;
· Article (15) of Directive 95/46/EC, which concerns situations when it is permitted to make a decision on the basis of automated data processing that produces a concrete legal effect on an individual, is not included in the Act on Personal Data Protection.

It needs to be pointed out that the above failures have given rise to difficulties at work. Moreover, exceptions to the mandatory delivery of personal data collection records have presently not been covered by the Act on Personal Data Protection. Nor does the Act contain the regulation concerning the introduction of a system of in-house protection of data by the personal data protection officer. It would certainly be most useful also for these solutions as defined in Article (18) of Directive 95/46/EC to be included in the Act on Personal Data Protection.

In the 4th quarter of the year 2006 the Act on Supplementing Provisions to the Act on Personal Data Protection was adopted (Official Gazette 118/06). It should be noted that the supplemented Art.13 of the Law contains the principle of "adequate protection" as the fundamental principle concerning transfers of personal data (Art.25 of Directive 95/46). Laid down are also the criteria that are in line with the criteria contained in Art.25 point 2 of Directive 95/46. The derogations and exceptions contained in Article 26 of the Directive have only been covered in part by the Supplement to the Act so it is understandable that the provision in Art.13 of the Act on Personal Data Protection is only partly harmonized with EU Directive 95/46.
In the section of the EC Progress Report on the Republic of Croatia for the year 2006 concerning personal data protection, it is stated that "harmonization with EU Directive 95/46 on Personal Data Protection should be completed and that an effective application of its oversight and control powers is lacking, especially with regard to Croatia's public administration, police, and telecommunications sector." In the EC Progress report 2008 it is stated that "the Parliament has adopted amendments to the Data Protection Act in March 2008 aimed at aligning it with the acquis, in particular the establishment of personal data protection officers. However, full alignment with the Data Protection Directive and the Council of Europe instruments remains to be completed".
Due to the fact that supervision is, indeed, one of the most important activities of the Agency, the quality of the supervisory activities should be seriously improved as well as the agency working practices related to supervision and control being aligned to the corresponding EU ones; in other words, when supervisory activities are carried out, the technical component of supervision should be emphasized.
Namely, during the year 2006 the Agency carried out 297 supervisions. All of those supervisions revealed irregularities vis-á-vis provisions of the Law, that is, vis-á-vis the Ordinance on the mode of keeping records and on the template for the records of personal data collections (Official Gazette 105/04) and the Ordinance on storage mode as well as on special technical protection measures (Official Gazette 139/06).

The Agency was also involved in settling claims for protection of rights: in 2006, it passed 10 decisions on the basis of such claims, as well as 30 opinions relating to the claims.
If exceptions to mandatory spot delivery to the Central Register were to be laid down by law for certain fields of personal data processing, and if the Law was amended by a provision(s) related to the introduction of a system of internal data protection by data protection officers, the Agency's methods and working practices would be substantially changed whereby further education and training of quite a number of the Agency lawyers would be required. That would also affect better-quality substance of the CR, as well as provide for a more comprehensive control of personal data protection status and an enhanced insight into the reliability and responsibility of personal data collection leaders, which would then result in a more effective application of provisions of the Law; supervisory activities could thus gain in quality.
Despite the fact that the fundamental legislative framework of personal data protection has been put in place in the Republic of Croatia, further and final alignments with the Directive are necessary. Real efforts are needed to bring the legal and technical component of supervisory activities in line with EC requirements.

The current project has also a technical component, it must be pointed out that that component is founded on regulations. Namely, contained in the legal framework of personal data collection in the Republic of Croatia is an Ordinance on the manner of storing, as well as on special technical protection measures for some particular categories of personal data. The ordinance in question, in its Art.38, directly refers to the ISO standard concerning information security management. Consequently, when carrying out supervision, the Agency should pay heed to the meeting of the criteria as set by the standard concerned in the part relating to personal data.
The implementation and certification based on the ISO standard 27001 for the system of information security should, of course, be executed within the Agency.
In the period of time before accession, the Agency should embark on the harmonization of the status in existence to-date with information security requirements, as well as work out a security policy. In view of attaining full harmonization with the ISO 27001 standard, a multilevel security model will have to be designed, which implies ensuring and defining procedures for business operations continuity and system functionality being retrieved after a breakdown; the drafting of a security policy, standards, directions and procedures, as well as the inception of a system providing for business IT system security.
This project had two preconditions to be fulfilled: cycle of seminars for local administrations, and adoption of internal act/bylaws in the field of information security.

Both preconditions were fulfilled during 2008. The Rules on Information Security were passed in November 2008 and the cycle of seminars for local administrations were held in: Vodice, Zadar, Gospić, Zagreb, Varaždin, Koprivnica, Split, Šibenik, Pula, Pazin and Opatija.
3.2
Linked activities
CARDS 2003 “National Border Management Information System – Phase II” (beneficiary institution of the project is the Ministry of Interior) - Implementation of the project has been started in March 2007, after the I. Phase has been finished. Project purpose is further establishment of the NBMIS on several international border crossings.  The Agency issued opinion on amendments of the Act on State Border Supervision and the same Rule.
CARDS 2004 “Strengthening the Croatian Capacity to Combat Drugs Trafficking and Drugs Abuse“- in cooperation with the Government Office for combating drugs abuse. 

The aim of the project was to strengthen the capacity of Croatian institutions to effectively combat organized crime through the implementation of a national multi-disciplinary drugs strategy, in line with the EU Drugs Strategy, and to prepare for participation in the EMCDDA and its REITOX network. Implementation of the project has been started in August 2007 in cooperation with the Senate Department of Health, Social Affairs and Consumer Protection; Division “Drugs and substance misuse” within the office of the Drug Commissioner of Berlin.

This project has successfully ended, with major achievement of establishing Croatian National Drugs Information Unit within Office for Combating Narcotic Drug Abuse of the Government of the Republic of Croatia, as a National Focal Point, which is part of the REITOX network of EMCDDA (European Monitoring Centre for Drugs and Drug Addiction). CAPPD within this project was engaged for providing professional assistance with respect to protection of personal data and for taking care that the process of adjustment and harmonization of existing personal data filing systems as well as planning and organizing new ones (collecting and subsequently processing) would be in accordance with existing legal frame in the Republic of Croatia, which also includes exchanging of personal data within government institutions and collecting from NGO`s, and implementation of information technologies, for personal data of drug addicts, cured drug addicts, persons (drug addicts) which are involved in some kind of treatment and persons which death was impliedly connected with narcotic drugs abuse.

The Agency cooperated with the Central State Office for Administration regarding to amendments of the Personal Data Protection Act.

The Agency also cooperated with the Ministry of Interior regarding to data exchange and providing data to users.

The Agency had active role in preparation of the Schengen Action Plan.

In occasion of the Data Protection Day (28 January 2007) the Agency organized public debate in cooperation with the Office for human rights. The topic was Personal Data Protection in the Republic of Croatia. In this occasion leaflets for citizens distributed.      

At the end of March 2007 the Agency organized workshop on Personal Data Protection in cooperation with TAIEX. In the workshop the Ministry of Interior, the State Attorney Office and the Ministry for Justice participated.

In June 2007 the Agency host and organized the 9th CEEDPA Meeting in Zadar.  
3.3
Results
Component I – Harmonization of the Act on Personal Data Protection with Directive 95/46/EC:
1 
The Act on Personal Data Protection revised and amended. Other relevant primary and secondary legislation revised if needed. Secondary legislation adopted and in operation. Staff and key stakeholders trained on the new legislation (practical pilot project attempted in all Ministries (special accent on Ministry of Justice and Ministry of Health and Social Welfare), Ombudsmen, other State Administrative Organizations and civil society). Gaps and Needs Analysis on legislation related to Data Protection carried out. Scope for Gaps and Needs shall be wide and also encompass key future issues such as Schengen related matters e.g. VIS, SIS, NBMIS etc.;

2 
Supervisory activities and practice according to the amendments of the Act on Personal Data Protection improved. In depth audit of CAPPD’s supervisory policies and activities performed. Road Map for improvement of supervisory policies and activities adopted. Implementation of the Road Map started through the design and execution of two pilot projects (in telecommunication and health sector) which will provide exercise for supervisory staff in new practices;
3
Methodology for establishment of data protection officers completed. Road Map for improvement of situation regarding data protection officers designed and adopted. Awareness raising regarding data protection officers started through the design and execution of practical pilot project in universities, indicative ministries (Ministry of Justice and Ministry of Health) and Croatian State Archives which will educate and set data protection officers in practices of a Focal Point for data protection;
4 
Education network set up and data protection officers trained. Gaps and Needs Analysis of training needs for data protection stakeholders completed. Training plan drafted and adopted. Registered personal data protection officers trained. Civil society organization trained on how to do a privacy impact assessment and Mass media representative informed and trained in data protection, privacy and information security in major Croatian cities;
5
Gaps and Needs Analysis on legislation related to processing of personal data in Ministry of Interior carried out. Entity for data protection established in the Ministry of Interior, and other ministries if applicable. Entity staff trained in data protection and privacy. Four seminars in the different region for middle level police officers organized. Road Map for improvement of cooperation with the Ministry of Interior regarding practice of data protection (e.g. data exchange and providing data to users) designed. Training for judges/prosecutors and relevant administrative staff provided on new legislation (through the Judicial Academy and through the Academy for Local democracy, Civil service training center).
6 
Awareness raising campaign regarding data protection as a fundamental right designed and carried out. Communications plan for 2010-13 designed and adopted by DPA. National Seminar on data Protection with NGO and civil society organized;
7.
Study on the enforcement of the legislation on data protection, track records of cases at the CAPPD, the police, the court (prosecutor and judge level) and execution of the final court decision related to data protection law infringements.

Component II – Application of ISO 27001 standard – based information security system:

8
Gaps and Needs report on IT for CAPPD completed. IT Strategy and Action Plan drafted and adopted by CAPPD; 

9 
Information security model implemented. Security policies adopted and operational. Procedures to restore system functionality after a breakdown and procedures for the business continuity adopted;
10 
Recommendations for upgrade of technical system in order to follow IT development provided. Public Key Infrastructure implemented. Opinion on the implemented document management system functionality given, and eventual improvements to it implemented. Assessment of the needs of the CAPPD in terms of IT, communication and security of data provided. CAPPD’s staff trained in the fundamental objectives of ISO 27 0001 Standard. Website for data protection officers’ register developed and operational. System of communication with the users, by developing CAPPD’s Website, built. Relevant stakeholders in the field of information security regarding data protection trained.
3.4
Activities
Component I – Harmonization of the Act on Personal Data Protection with Directive 95/46/EC:
1.1 
Carrying out the Gaps and Needs Analysis on legislation related to Schengen related matters e.g. VIS, SIS, NBMIS etc.;
1.2 
Analyzing the personal data protection status;
1.3 
Drafting report on analysis of legislation related to Data Protection;
1.4 
Drafting amendments to the Act on Personal Data Protection;
1.5 
Analyzing the Regulation on the manner of keeping the records of personal data filing systems and the pertinent records form;
1.6 
Drafting amendments to the Regulation on the manner of keeping the records of personal data filing systems and the pertinent records form;
1.7 
Adopting the secondary legislation;
1.8 
Training the staff on the new legislation;
1.9 
Drafting the instructions for applying the Act on Personal Data Protection;

1.10 
Training the staff and key stakeholders on the new legislation (practical pilot project in all Ministries (special accent on Ministry of Justice and Ministry of Health and Social Welfare), Ombudsmen and other State Administrative Organizations lasting one day each);
2.1 
Attending one study visit to EU member states in relation to supervisory policies and activities for up to 5 people, lasting 3 days;

2.2 
Performing in depth audit of CAPPD’s supervisory policies and activities;

2.3 
Gaps and Needs Analysis on practice of data protection related to processing of personal; 
2.4 
Drafting the Road Map for improvement of supervisory policies and activities;
2.5 
Training the CAPPD staff (up to 16 people) in legal, technical and organizational questions concerning practical implementation of the Act on Personal Data Protection;
2.6 
Implementing the Road Map started through the design and execution of two pilot projects (in telecommunication and health sector) which will provide exercise for supervisory staff in new practices;

3.1 
Attending one study visit to EU member state in relation to the process of establishment of the data protection officers for up to 5 people lasting 3 days;
3.2
Developing the methodology for awareness raising regarding data protection officers;

3.3
Drafting plan for improvement of situation regarding establishment of data protection officers;

3.4
Designing and executing practical pilot project in universities, ministries (accent on Ministry of Justice and Ministry of Health and Social Welfare) and Croatian State Archive which will hands on establishment of data protection officers in practices;
4.1 
Carrying out Gaps and Needs Analysis of training needs for data protection stakeholders compared to practices in other EU member states;
4.2 
Drafting the Training plan;

4.3 
Training plan adopted and in operation;
4.4 
Conducting training-for-trainers for CAPPD employees on handling the training of personal data protection officers for up to 10 people in 3 days;

4.5 
Developing education network and delivering targeted 3 trainings lasting 2 days each for registered personal data protection officers and Focal Points;
4.6
Developing and delivering training for civil society organization on how to do a privacy impact assessment and informed and delivering training for Mass media representative on data protection, privacy and information security in major Croatian cities;
5.1
Attending three study visits to three different EU member states in relation to processing of personal data in Ministry of Interior, lasting 5 days each for up to 5 participants (from MoI and CAPPD combined) per study visit;

5.2
Carrying out Gaps and Needs Analysis on legislation related to processing of personal data in Ministry of Interior;

5.3
Establishing the Entity for data protection in the Ministry of Interior and other ministries if applicable;

5.4
Training of the Entity staff in legal, technical and organizational questions concerning practical implementation of the Act on Personal Data Protection;

5.5
Organizing four seminars in the different regions for middle level police officers;

5.6
Drafting the Road Map for improvement of cooperation with the Ministry of Interior regarding practice of data protection;
5.7
Training of judges/prosecutors and relevant administrative staff provided on new legislation (through the Judicial Academy and the Academy for  Local democracy, Civil service training center).
6.1
Designing awareness raising campaign regarding data protection as a fundamental right;
6.2
Developing the information material (leaflets and brochures) and designing promotional videos for TV and posters for billboard (production of the leaflets and brochures, promotional videos and posters shall be implemented as a private sector input).
6.3
Organizing and delivering the information activities (presentation in media, round tables, workshops and press conferences) for the relevant authorities and interested parties in the data protection field;
6.4 
Designing Communication plan for 2010-2013;

6.5 
Organizing National Seminar on data protection with NGO and civil society;
7.1
Analyzing the enforcement mechanisms of data protection legislation, detailing the various steps of the case of infringement of the laws and establishing track record of cases in the last year;

7.2
Recommendations on the improvement of the enforcement procedures.
Component II – Application of ISO 27001 standard – based information security system:
8.1

Completing the Gaps and Needs report on IT for CAPPD;

8.2 
Drafting the IT Strategy and Action Plan;
8.3 
Adopting the IT Strategy and Action Plan by CAPPD;
9.1
Creating a multilevel security model, as well as a security policy;

9.2
Defining the procedures for the business continuity;

9.3
Defining the procedures for restoring system functionality after a breakdown;

9.4
Setting the system for ensuring business information system security;

9.5
Testing and inspecting the Information Security System in order to meet the mandatory requirements of ISO 27001 Standard;

10.1
Assessing the needs in view of the development of the network infrastructure and providing recommendations for upgrade of technical system;

10.2 
Implementing the electronic signature technology - the PKI infrastructure for the public key;

10.3 
Providing opinion on the implemented document management system functionality and, if necessary, implementing improvements;

10.4 
Providing the assessment of the needs of CAPPD in terms of IT, communication and security of data;

10.5 
Training the CAPPD staff (16 persons) in the fundamental objectives of ISO 27001 Standard lasting 3 days;

10.6 
Developing and putting into service a Website for data protection officers’ register;

10.7 
Building the system of communication with the users by developing CAPPD’s Website;
10.8 
Organizing workshop(s) for the relevant stakeholders in the field of information security regarding data protection;
Two visibility events will be organized in the course of the implementation of the project; Kick-off meeting at the start of the implementation and the Final meeting at the end of the implementation of the project activities.
3.5
Means/ Input from the MS Partner Administration:
The following profiles are provided to give an indication of the types of skills, qualifications and expertise required. Compliance with the profile is not however a strict requirement and contractors may propose experts with other profiles so long as they have demonstrated experience and expertise in the tasks required to be conducted under this contract. Eventual differences between expert profile and required one can be only of minor tolerance, for example, 1-2 years for professional experience.

3.5.1 
Profile and tasks of the Project Leader 

Profile of the Project Leader:
· University degree in law, management, public/business administration or in a similar relevant discipline;
· 7 years experience in data protection area at a management position;
· Good working knowledge of PCM tools and methodology applied to project management;
· Specific experience to manage and coordinate medium-large size pool of short-term experts;
· Computer (MS Office/MS Project) and office automation literacy required;
· Excellent communication skills, with fluency in written and spoken English language, including excellent report-writing English language;
· Knowledge of information technology and administration would be an advantage.
· Experience of relevant EU legislative and institutional requirements related to various components of the project would be an advantage;

Tasks of the Project Leader:
· Responsible for the project from the MS side, attends StC meetings and other meetings relevant for the project implementation;
· Co-ordination of Member State experts’ work and availability

· Monitoring project implementation and proposing/undertaking corrective management actions if required;

                             ●    Supporting study visits

                                   ●    Ensuring financial management, including budget monitoring and accounting

3.5.2 Profile and tasks of the RTA

Profile of the RTA:
· University degree in law, management, public/business administration or in a similar relevant discipline;
· 5 years experience in the relevant data protection institutions, dealing with the acquis on data protection;
· Good working knowledge of PCM tools and methodology applied to project management;
· Specific experience to manage and coordinate medium-large size pool of short-term experts;
· Excellent communication skills, with fluency in written and spoken English language, including excellent report-writing English language;
· Computer (MS Office/MS Project) and office automation literacy required;
· Previous experience of relevant EU legislative and institutional requirements related to various components of the project would be an advantage;
· Previous experience with the Croatian Judiciary would be an advantage;
· Knowledge of information technology and administration would be an advantage.
Tasks of the RTA:
· Day to day management of the project in the CAPPD;

· Manage developing of an education network and information material to train data protection officers, education of CAPPD employees to handle the training of personal data protection officers and manage improving supervisory activities and practice;
· Transferring knowledge to the CAPPD employees and data protection officers 
· coordination  of the work of STEs 

The secondment duration of RTA will be 22 months. 
3.5.3 Profile and tasks of the short-term/mid-term experts

Human rights expert
      Profile of the Human rights expert:

: 

· University-level degree in the field relevant to the project;
· 5 year relevant work experience related to human rights matters;
· Interpersonal and communication skills, as well as the ability to work in a large team; 

· Command of written and spoken English. 
· Previous work experience with EU in human rights would be an advantage;
· Proven contractual relation to public administration or mandated body, as defined under Twinning manual 5.3.2.
Tasks of the Human rights expert (350 days – indicative):
· Carrying out Gaps and needs analysis on legislation related to Schengen related matters e.g. VIS, SIS, NBMIS etc.;
· Delivering trainings, workshops, round tables etc.

· Carrying out Gaps and Needs Analysis on practice of data protection related processing of personal;

· Designing awareness raising campaign regarding data protection as a fundamental right

· Drafting Road Map for improvement of supervisory policies and activities;
· Developing Methodology for awareness raising regarding data protection officers;

· Carrying out Gaps and Needs Analysis of training needs for data protection stakeholders compared to practices in other EU member states;

· Carrying out Gaps and Needs Analysis on legislation related to processing of personal data in Ministry of Interior;

· Drafting Road Map for improvement of cooperation with the Ministry of Interior regarding practice of data protection;
IT Expert

Profile of the IT Expert (150 days – indicative):
· University degree in the field of  IT;
· 5 years work experience in implementation and certification for the system of information security;
· Technical overview of technology trends and solutions available on the market;
· Knowledge of ISO 27001 international standards;
· 5 years of IT audit experience;
· Interpersonal and communication skills, as well as the ability to work in a large team; 

· Excellent command of written and spoken English.
· Proven contractual relation to public administration or mandated body, as defined under Twinning manual 5.3.2.
Tasks of the IT Expert:

· Manage and coordinate implementation and certification for the system of information security as well as technical upgrade of the system in order to follow IT development;
· Assessing the needs in view of the development of the network infrastructure and providing recommendations for upgrade of technical system;
· Providing the assessment of the needs of CAPPD in terms of IT, communication and security of data;
· Developing and putting into service a Website for data protection officers’ register;

· Building the system of communication with the users by developing CAPPD’s Website
· Providing trainings
· Carrying out Gaps and Needs report on IT for CAPPD
4. Institutional Framework

The beneficiary institution of this project will be Croatian Agency for Protection of Personal Data. 
The Agency is a legal person with public tasks. In carrying out its activities the Agency is independent in the framework of the competence established according to the Act on Personal Data Protection (Official Gazette, No. 103/03).

According to Article 32 of the Act on Personal Data Protection Croatian Agency for Protection of Personal Data have the following competences:

· to supervise the implementation of personal data protection, 

· to indicate violations noticed by the personal data collection procedure,

· to compile a list of countries and international organizations which have adequately regulated personal data protection, 

· to react to the queries related to possible violations of rights guaranteed by the Act on Personal Data Protection

· to maintain the Central Register, in which records on personal data filing system are compiled and delivered by the data controllers according to the Act on Personal Data Protection.

· Agency carries out other tasks as well (Article 33 of the Act).
The structure of CAPPD is divided on Department for supervision, Central Register and IT Department and Department for legal affairs.

Harmonization of the Act on Personal Data Protection with Directive 95/46/EC as well as awareness – rising concerning a need for personal data protection and the importance of such protection is under the responsibility of the Department for legal affairs and Department for supervision, while the Central Register and IT Department is responsible for application of ISO 27001 standard – based information security system.
A Project Steering Committee (StC), consisting of the Croatian Agency for Protection of Personal Data, the Central Financing and Contracting Agency (CFCA), the Central Office for Development Strategy and Coordination of EU funds (CODEF) and representatives of the European Commission Delegation to Croatia, will be established upon project start. 
A project PIU will ensure the project coordination and implementation through the project cycle and will monitor on a regular basis the progress of the project activities. The contractor should organize project PIU meetings every month.

The beneficiaries are committed to provide all necessary infrastructure such as office space and desktop computers with internet connection for experts, venue for holding seminars and workshops, and to ensure the necessary local staff and experts inputs.
Ministry of Interior will be included in this project as a stakeholder, as well as Ministry of Justice and Ministry of Health and Social Welfare whose staff will be trained. Ministry of justice will be in charge of the activities related to the enforcement of data protection legislation. In addition the Judicial Academy will be the counterpart for the training of judicial staff. Concerning training activities for local administration and other civil servants, this will be done through the Academy for  Local democracy, Civil service training center.

The beneficiary institution will dedicate all necessary human and financial resources in order to guarantee an effective implementation of the respective project. In particular, the beneficiary institution will insure the availability of the following provisions:

· Adequately equipped office space for the RTA and the RTA assistant for the entire duration of their secondment (in particular a desk, a telephone line, PC with e-mail account and internet access, possibility to use fax & copy services).

· Adequate conditions for the STEs to perform their work while on mission to the BC.

· Training and conference venues as well as presentation and interpretation equipment.

· Costs for travel by BC participants from their capitals to a MS or between MS (study visits). 

· Its active involvement in preparation of the PIU and Steering Committee meetings and participation of its members on the same.

· The availability of the BC human resources (BC experts) during the implementation of the activities.
5.
Budget

	
	IPA 2007 support
	
	
	

	
	Investment support
	Institution building
	Total 

(= I + IB)
	National cofinancing
	IFI
	TOTAL

	Twinning contract 
	0
	1.350.000
	1.350.000
	n/a
	n/a
	1.350.000

	Total
	
	
	
	
	
	1.350.000


Interpretation costs will be reimbursed from the budget only for the purpose of workshops and seminars, up to 7% of the budget can be used for translation and interpretation purposes.

Provisions for awareness raising campaign as mentioned under activity 6.2 with the amount up to 40.000 EUR should be included in the budget.

6.
Implementation Arrangements

6.1
Implementing Agency responsible for tendering, contracting and accounting 

Central Finance and Contracting Agency
Ulica grada Vukovara 284
HR – 10000 Zagreb

Mrs. Marija Tufekčić, Director and Programme Authorising Officer
Phone:+ 385 1 4591 245

Fax: +385 1 4591 075

E-mail: cfcu@mfin.hr
 Twinning Administrative Office 

Central Finance and Contracting Agency

Ulica grada Vukovara 284

HR-10000 Zagreb

Contact: Ms Štefica Belčić

Phone: +385 1 4591 060

Fax: +385 1 4591 075

E-mail: stefica.belcic@mfin.hr 

6.2
Main  counterpart  in  the  BC

The Senior Programme Officer (SPO) at the Croatian Agency for Protection of Personal Data is responsible for the technical management and authorisations associated with the project, including submission of the detailed technical design for the project’s components to the CFCA, inputs in relation to the corresponding evaluation of technical offers, plus follow-up contract implementation and monitoring, approval of contract outputs and confirmation to the CFCA that no technical constraints (as opposed to procedural or budgetary constraints) exist in relation to the CFCA’s processing contractual payments.
The Twinning Project Leader is: 

Franjo Lacko, 

Director

Croatian Agency for Protection of Personal Data 

Republike Austrije 25

10000 Zagreb, Croatia

Telephone: +385 (0)1 4609-119,

Fax: + 385 (0)1 4609-099 

e-mail: franjo.lacko@azop.hr
The RTA counterpart is:

Snježana Grgić, 
Higher Advisor – Project Manager, IT and Central Register Department

Croatian Agency for Protection of Personal Data (CAPPD)
Republike Austrije 25, 

10 000 Zagreb, Croatia

Telephone: +385 01 4609-070,

Fax: + 385 01 4609-099

e-mail: snjezana.grgic@azop.hr 
6.3 Contracts

It is envisaged that the Project will be implemented through one twinning contract, with an indicative amount of 1.350.000 Euro.
7.
Implementation Schedule (indicative)
7.1
Launching of the call for proposals: 1Q/2009
7.2
Start of project activities: 1Q/2010
7.3
Project completion: 4Q/2011
7.4
25 months; 22 months for the implementation of the activities and 3 months for the starting up and closure of the Action.
8.
Sustainability
During the implementation of the Project, the CAPPD as the main beneficiary, will be provided with many recommendations with intentions to fully harmonize the Act on Personal Data Protection with EU Directive 95/46.

The CAPPD is also committed to provide funds for the maintenance of the procured equipment as well as the software developed. The CAPPD commits also to up-date regularly its website. The equipment procured through this project and its utilization shall not have adverse effects on the environment.
9.
Crosscutting issues 
The Personal Data Protection Agency works zealously on awareness-raising related to the fundamental rights of personal data protection concerning leaders of collections, civil servants and the population in general.

Included in the Schengen Action Plan that was adopted by the Government of the Republic of Croatia on 9th March 2007, among a number of activities in the context of negotiations conducive to Croatia's accession to the EU, aimed at her getting prepared for the implementation of European standards in the judiciary and home affairs area, is also the area of personal data protection.
In this connection, certain legislative measures need to be implemented, the harmonization of Art.13 of the Act on Personal Data Protection with EU Directive 95/46, in the first place.

At the level of institutional measures serving the role of the Schengen Action Plan being implemented, it is envisaged that the security as attained by technical means be complemented by laying down procedures as well as the education and training of the employees with regard to information security.

The Act on Personal Data Protection is a law commanding compliance in many spheres of daily life; to make its presence felt in as many segments of life as possible, it would be ideal to have a combination of training courses (involving citizens, leaders of data collections), supervisions, conferences, round tables etc. effected.

Without financial support for promotion activities (e.g. television and radio broadcasts, the daily press) the process of "awareness-raising concerning a need for personal data protection" would be much slower. It is common knowledge that the media have the power and the strength to reach a maximum number of individuals and serve as a means drawing their attention, in this case to the viability of the Act on Personal Data Protection, as well as to the Agency as an institution.

10. Conditionality and sequencing

Conditionality/assumption
The CAPPD will provide unrestricted access to all relevant documents that will be needed for successful implementation of this project, as well as all the input needed for proper functioning in the way of staff or other facilities to the Project Team. After the completion of the project the CAPPD will continue to use equipment provided through the project in their everyday work.
The Ministry of interior, Ministry of Justice, Ministry of Health and Social Welfare, Ombudsmen, other State Administrative Organizations and civil society involved in the project will also provide all the relevant documents needed for the implementation of the activities and reaching of results. Project recommendations will be taken into account by all stakeholders and adequate feedback provided to the project team.

Sequencing
The Twinning can be tendered immediately; but the supply contract needed to be completed in the beginning of the project so that Component II – Application of ISO 27001 standard – based information security system can be implemented as planned.

ANNEXES TO PROJECT FICHE

1.   Logical framework matrix in standard format 

2.   Detailed implementation chart 

3.  
Contracting  and  disbursement  schedule  by  quarter  for  full  duration  of  program  (including disbursement period) 

4.   List of relevant Laws and Regulations 

Annex 1:   Logical Framework Matrix

	CAPACITY BUILDING OF THE Croatian Agency for Protection of Personal Data (CAPPD)
	Programme name and number
IPA 2007
	

	Croatian Agency for Protection of Personal Data
	Contracting period expires:

17 November 2010
	Disbursement period expires: 
17 November 2013

	
	Total budget: 1. 350. 000 € 
	IPA budget: 1. 350. 000  € 

	Overall objective
	Objectively Verifiable Indicators 
	Sources of Verification
	

	Strengthening of the consultative and supervisory role of the Croatian Agency for Protection of Personal Data.


	- Long-term boosting of CAPPD supervisory role as well as more effective and efficient awareness-raising concerning  a need for personal data protection

- Fully operational and completely complying with relevant EU aquis

	CAPPD  WEB

Administrative reports regular statistics;
Certificate issued by a certification house;
Policies and procedures enforceable at CAPPD
	

	Project purpose
	Objectively Verifiable Indicators
	Sources of Verification
	Assumptions

	Component I – Harmonization of the Act on Personal Data Protection with Directive 95/46/EC:

Harmonization of the Act on Personal Data Protection with Directive 95/46/EC as well as awareness – rising concerning a need for personal data protection and the importance of such protection.

Component II – Application of ISO 27001 standard – based information security system:

Implementation and certification of standard-based ISO 27001 for the information security system along with IT structure technical security policies improvement aimed at meeting the standard, as well as enhancing the effectiveness, reliability and security.
	- At least 2 (semi-annual) reports on personal data protection during the project implementation;
- At least 10 registered personal data protection officers during the project implementation;

- At least 50 direct contacts with data protection officers (by phone, e-mail, reports) during the project implementation ;

- Prescribed security policies and procedures

- Insight into software and hard-ware components for a confirmation of the proposed components' installation

- Training courses for the staff of CAPPD in connection with the new IT equipment
	CAPPD  Web, Intranet, 

radio and TV programmes, the daily  press

CAPPD  Web,

register

Periodic administrative reports

ISO 27001 certificate

Information system security policies

Procedure for system recovery in case of a contingency

Procedure for the backup and recovery

Basic resources procurement list


	Continuous advertising campaigns (radio and TV programmes, the daily press, occasional leaflets for the citizens...)

Adoption of amendments to the law




	Results 
	Objectively Verifiable Indicators
	Sources of Verification
	Assumptions

	 Component I – Harmonization of the Act on Personal Data Protection with Directive 95/46/EC:

1 
The Act on Personal Data Protection revised and amended. Other relevant primary and secondary legislation revised if needed. Secondary legislation adopted and in operation. Staff and key stakeholders trained on the new legislation (practical pilot project attempted in all Ministries (special accent on Ministry of Justice and Ministry of Health and Social Welfare), Ombudsmen, other State Administrative Organizations and civil society). Gaps and Needs Analysis on legislation related to Data Protection carried out. Scope for Gaps and Needs shall be wide and also encompass key future issues such as Schengen related matters e.g. VIS, SIS, NBMIS etc.;
2 
Supervisory activities and practice according to the amendments of the Act on Personal Data Protection improved. In depth audit of CAPPD’s supervisory policies and activities performed. Road Map for improvement of supervisory policies and activities adopted. Implementation of the Road Map started through the design and execution of two pilot projects (in telecommunication and health sector) which will provide exercise for supervisory staff in new practices;
3
Methodology for establishment of data protection officers completed. Road Map for improvement of situation regarding data protection officers designed and adopted. Awareness raising regarding data protection officers started through the design and execution of practical pilot project in universities, indicative ministries (Ministry of Justice and Ministry of Health) and Croatian State Archives which will educate and set data protection officers in practices of a Focal Point for data protection;
4 
Education network set up and data protection officers trained. Gaps and Needs Analysis of training needs for data protection stakeholders completed. Training plan drafted and adopted. Registered personal data protection officers trained. Civil society organization trained on how to do a privacy impact assessment and Mass media representative informed and trained in data protection, privacy and information security in major Croatian cities;
5
Gaps and Needs Analysis on legislation related to processing of personal data in Ministry of Interior carried out. Entity for data protection established in the Ministry of Interior, and other ministries if applicable. Entity staff trained in data protection and privacy. Four seminars in the different region for middle level police officers organized. Road Map for improvement of cooperation with the Ministry of Interior regarding practice of data protection (e.g. data exchange and providing data to users) designed. Training for judges/prosecutors and relevant administrative staff provided on new legislation (through the Judicial Academy and through the Academy of Local administration).
6 
Awareness raising campaign regarding data protection as a fundamental right designed and carried out. Communications plan for 2010-13 designed and adopted by DPA. National Seminar on data Protection with NGO and civil society organized;

7. Study on the enforcement of the legislation on data protection, track records of cases at the CAPPD, the police, the court (prosecutor and judge level) and execution of the final court decision related to data protection law infringements.

Component II – Application of ISO 27001 standard – based information security system:

8
Gaps and Needs report on IT for CAPPD completed. IT Strategy and Action Plan drafted and adopted by CAPPD; 
9 
Information security model implemented. Security policies adopted and operational. Procedures to restore system functionality after a breakdown and procedures for the business continuity adopted;
10 
Recommendations for upgrade of technical system in order to follow IT development provided. Public Key Infrastructure implemented. Opinion on the implemented document management system functionality given, and eventual improvements to it implemented. Assessment of the needs of the CAPPD in terms of IT, communication and security of data provided. CAPPD’s staff trained in the fundamental objectives of ISO 27 0001 Standard. Website for data protection officers’ register developed and operational. System of communication with the users, by developing CAPPD’s Website, built. Relevant stakeholders in the field of information security regarding data protection trained.


	The Act on Personal Data Protection  completely complying with relevant EU aquis; 

Regulation on the manner of keeping the records of personal data filing systems and the pertinent records form and other relevant legislation operative;
Staff of the relevant ministries with improved knowledge of the legislation;
Gaps and Needs Analysis presented.
At least 2 written instructions for the CAPPD  employees and data protection officers during the project implementation;

Road map document for improvement of the supervisory policies adopted;
Supervisory staff has improved knowledge via 2 pilot projects.
Road Map for improvement of situation regarding data protection officers adopted;
Awareness on data protection in universities, ministries and Croatian State Archives via pilot projects risen. 
At least 10 trainers’ professional meetings during the project implementation ;
Gaps and Needs Analysis on data protection stakeholders presented. Registered personal data officers with full knowledge. 

Civil society aware of privacy impact assessment, mass media representatives aware of data protection, privacy and information security matters.
Network of data protection entity established and its staff trained. Road Map for improvement of cooperation with the Ministry of Interior regarding data protection practice designed
Awareness raising Campaign carried out ;
 NGO and civil society and broad public aware of data protection.
IT strategy and Action plan adopted
ISO 27001 standard-based certificate;
Information system security policy adopted
Two semi-annual reports on the effectiveness of the information system in view of technical improvements 
Workshops, seminars and training on new devices, technical and normative acts;
Circulation of information via data protection officers register website and CAPPD website.
	Reports of the RTA

Regular project reports

Adoption of Road Map for improvement of situation regarding data protection officers;
Regular project reports

Lists of participants and reports on attendance at trainings
Reports of the RTA
Education and training scheme within the CAPPD annual plan.

Reports of the RTA

ISO 27001 certificate

Technically specialized report on the information system status

Instructions published on the Web


	Introducing the public to changes in the law

Adequate training of the staff concerning practical implementation of the Act on Personal Data Protection
Data controllers interested in participation in the training courses
Data controllers interested in participation in the training courses
Ministry of Interior interested in participation
Education facilities in major regional centers (space, technical support)

Adequate training of the executive personnel in the system’s operation.
Education facilities in major regional centers (space, technical support)




	Activities
	Means
	Specification of costs
	Assumptions 

	Component I – Harmonization of the Act on Personal Data Protection with Directive 95/46/EC:

1.1 
Carrying out the Gaps and Needs Analysis on legislation related to Schengen related matters e.g. VIS, SIS, NBMIS etc.;

1.2 
Analyzing the personal data protection status;

1.3 
Drafting report on analysis of legislation related to Data Protection;

1.4 
Drafting amendments to the Act on Personal Data Protection;

1.5 
Analyzing the Regulation on the manner of keeping the records of personal data filing systems and the pertinent records form;

1.6 
Drafting amendments to the Regulation on the manner of keeping the records of personal data filing systems and the pertinent records form;

1.7 
Adopting the secondary legislation;

1.8 
Training the staff on the new legislation;

1.9 
Drafting the instructions for applying the Act on Personal Data Protection;

1.10 
Training the staff and key stakeholders on the new legislation (practical pilot project in all Ministries (special accent on Ministry of Justice and Ministry of Health and Social Welfare), Ombudsmen and other State Administrative Organizations lasting one day each);

2.1 
Attending one study visit to EU member states in relation to supervisory policies and activities for up to 5 people, lasting 3 days;

2.2 
Performing in depth audit of CAPPD’s supervisory policies and activities;

2.3 
Gaps and Needs Analysis on practice of data protection related to processing of personal; 

2.4 
Drafting the Road Map for improvement of supervisory policies and activities;

2.5 
Training the CAPPD staff (up to 16 people) in legal, technical and organizational questions concerning practical implementation of the Act on Personal Data Protection;

2.6 
Implementing the Road Map started through the design and execution of two pilot projects (in telecommunication and health sector) which will provide exercise for supervisory staff in new practices;

3.1 
Attending one study visit to EU member state in relation to the process of establishment of the data protection officers for up to 5 people lasting 3 days;

3.2
Developing the methodology for awareness raising regarding data protection officers;

3.3
Drafting plan for improvement of situation regarding establishment of data protection officers;

3.4
Designing and executing practical pilot project in universities, ministries (accent on Ministry of Justice and Ministry of Health and Social Welfare) and Croatian State Archive which will hands on establishment of data protection officers in practices;

4.1 
Carrying out Gaps and Needs Analysis of training needs for data protection stakeholders compared to practices in other EU member states;

4.2 
Drafting the Training plan;

4.3 
Training plan adopted and in operation;

4.4 
Conducting training-for-trainers for CAPPD employees on handling the training of personal data protection officers for up to 10 people in 3 days;

4.5 
Developing education network and delivering targeted 3 trainings lasting 2 days each for registered personal data protection officers and Focal Points;

4.6
Developing and delivering training for civil society organization on how to do a privacy impact assessment and informed and delivering training for Mass media representative on data protection, privacy and information security in major Croatian cities;

5.1
Attending three study visits to three different EU member states in relation to processing of personal data in Ministry of Interior, lasting 5 days each for up to 5 participants (from MoI and CAPPD combined) per study visit;

5.2
Carrying out Gaps and Needs Analysis on legislation related to processing of personal data in Ministry of Interior;

5.3
Establishing the Entity for data protection in the Ministry of Interior and other ministries if applicable;

5.4
Training of the Entity staff in legal, technical and organizational questions concerning practical implementation of the Act on Personal Data Protection;

5.5
Organizing four seminars in the different regions for middle level police officers;

5.6
Drafting the Road Map for improvement of cooperation with the Ministry of Interior regarding practice of data protection;
5.7
Training of judges/prosecutors and relevant administrative staff provided on new legislation (through the Judicial Academy and through the Academy of Local administration);
6.1
Designing awareness raising campaign regarding data protection as a fundamental right;

6.2
Developing the information material (leaflets and brochures) and designing promotional videos for TV and posters for billboard (production of the leaflets and brochures, promotional videos and posters shall be implemented as a private sector input).

6.3
Organizing and delivering the information activities (presentation in media, round tables, workshops and press conferences) for the relevant authorities and interested parties in the data protection field;

6.4 
Designing Communication plan for 2010-2013;

6.5 
Organizing National Seminar on data protection with NGO and civil society;

7.1
Analyzing the enforcement mechanisms of data protection legislation, detailing the various steps of the case of infringement of the laws and establishing track record of cases in the last year;

7.2
Recommendations on the improvement of the enforcement procedures.
Component II – Application of ISO 27001 standard – based information security system:

8.1

Completing the Gaps and Needs report on IT for CAPPD;

8.2 
Drafting the IT Strategy and Action Plan;

8.3 
Adopting the IT Strategy and Action Plan by CAPPD;

9.1
Creating a multilevel security model, as well as a security policy;

9.2
Defining the procedures for the business continuity;

9.3
Defining the procedures for restoring system functionality after a breakdown;

9.4
Setting the system for ensuring business information system security;

9.5
Testing and inspecting the Information Security System in order to meet the mandatory requirements of ISO 27001 Standard;

10.1
Assessing the needs in view of the development of the network infrastructure and providing recommendations for upgrade of technical system;

10.2 
Implementing the electronic signature technology - the PKI infrastructure for the public key;

10.3 
Providing opinion on the implemented document management system functionality and, if necessary, implementing improvements;

10.4 
Providing the assessment of the needs of CAPPD in terms of IT, communication and security of data;

10.5 
Training the CAPPD staff (16 persons) in the fundamental objectives of ISO 27 0001 Standard lasting 3 days;

10.6 
Developing and putting into service a Website for data protection officers’ register;

10.7 
Building the system of communication with the users by developing CAPPD’s Website;

10.8 
Organizing workshop(s) for the relevant stakeholders in the field of information security regarding data protection;

Two visibility events will be organized in the course of the implementation of the project; Kick-off meeting at the start of the implementation and the Final meeting at the end of the implementation of the project activities.


	Twinning contract
Consultations, analysis of legislation
Consultations

Production of documentation
Revision of legislative acts

Consultations

Production of documentation, revision of regulation

Training

Consultations, workshops, production of documentation
Training

Study visit

Consultations, analysis 
Consultations, analysis
Production of documentation 
Training

Pilot projects execution
Study visit

Consultations, workshops
Consultations, preparation of documentation
Design and execution of pilot projects

Consultations, anaysis
Production of documentation 
Trainings

Consultations and trainings

Trainings, round table discussions 
Study visits
Consultations, analysis
Consultations, workshops, providing input for establishment of entity 
Trainings

Seminars

Consultations, production of documentation
Workshops, production of materials 
Developing of materials, providing recommendations 
Private sector input

Presentations, round tables, workshops and press conferences

Consultations

Seminar
Consultations, preparation of documentation
Consultations, preparation of documentation
Consultations, workshops
Consultations, workshops
Providing recommendations (procedures)
System setting and consultations

Testing and inspecting

Needs assessment, providing recommendations
Implementation of the technology

Consultations on the improvement by virtualization

Needs assessment, workshops 
Training

Project information system building

Users communication system building

Workshop


	twinning 1.350.000 €


	Modification to the laws

Continuous professional improvement and contacts with the EU Member States that have got this method of work well-worked-out

As many CAPPD employees as possible (lawyers and technical personnel) being involved in the education

The necessary software and hardware technical support, as well as a consultant's expertise for the inception of a conceptual design for a mode of enhanced information security

The training of at least one employee with the prospect of his/her becoming a quality trainer and adviser who will be working on the overall organisation of the information security project.


	
	Preconditions
A cycle of seminars for local  administrations

Adoption of internal acts/bylaws in the field of information security




Annex 2 Detailed implementation chart

	Component
	2009
	2010
	2011
	2012

	Month
	M
	A
	M
	J
	J
	A
	S
	O
	N
	D
	J
	F
	M
	A
	M
	J
	J
	A
	S
	O
	N
	D
	J
	F
	M
	A
	M
	J
	J
	A
	S
	O
	N
	D
	J

	Twinning
	T
	T
	T
	T
	C
	C
	C
	C
	C
	C
	S
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	R
	R


T - Call for proposals and Evaluation 
C – Contracting 

S – Starting Up 

I – Implementation 

R – Report 
ANNEX 3 – CONTRACTING AND DISBURSEMENT SCHEDULE

BY QUARTER FOR FULL DURATION OF PROGRAMME (INCLUDING DISBURSEMENT PERIOD)

	Capacity Building of Croatian Agency for Protection of Personal Data


	Cumulative contracting schedule by quarters in EUR (provisional)
	

	
	2009
	2010
	2011
	2012

	
	I
	II
	III
	IV
	I
	II
	III
	IV
	I
	II
	III
	IV
	I

	Twinning
	
	
	
	1 350 000
	
	
	
	
	
	
	
	
	

	TOTAL (EUR):
	
	
	
	1 350 000
	
	
	
	
	
	
	
	
	


	Capacity Building of Croatian Agency for Protection of Personal Data

	Cumulative disbursement schedule by quarters in EUR (provisional)

	
	2009
	2010
	2011
	2012

	
	I
	II
	III
	IV
	I
	II
	III
	IV
	I
	II
	III
	IV
	I
	II

	Twinning
	
	
	
	
	589.090,00
	
	
	
	   312.955,00
	
	
	
	   312.955,00
	   135.000,00

	TOTAL (EUR):
	
	
	
	
	589.090,00
	
	
	
	   902.045,00
	
	
	
	1.215.000,00
	1.350.000,00


Annex 4
List of relevant Laws and Regulations

· the Constitution of the Republic of Croatia

· Act on ratifying the Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data and the Additional Protocol to the Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data regarding supervisory authorities and international  data exchange, OG no. 4/05

· Act on ratifying Amendments to the Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data (ETS No.108) which enables access to the European Communities

· Personal Data Protection Act, OG no. 103/03, 118/06

· Criminal Code of the Republic of Croatia, Art. 133,, OG no.110/97, 27/98, 129/00, 51/01, 105/04, 71/06

· Information Security Act, OG no. 79/07 

· Regulation on information security measures, OG no. 46/08
· Ordinance on the technical rules and conditions for linking certifying systems for electronic signatures OG no. 89/2002
· Regulation on storing and special technical protection measures for special categories of personal data, OG no. 139/04
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