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The indicative duration of the Twinning project is 21 months (see paragraph 5)
Please see Annex V on page 30 for further details on the Twinning component
Standard Project Fiche
Project number:

1. Basic Information

1.1 CRIS Number
:  TR080212
1.2 Title


: Strengthening the Investigation Capacity of Turkish National Police and Gendarmerie Against Organised Crime 

1.3 Sector


: 24 - Justice, Freedom and Security
1.4 Location

: Republic of Turkey and relevant EU member state(s)

Implementing arrangements:

1.5 Implementing Agency: 
The Central Finance and Contracting Unit (CFCU) will be Implementing Agency and will be responsible for overall coordination and monitoring of project implementation, all procedural aspects of the tendering process, contracting matters and financial management, including payment of project activities. 

The Director of the CFCU will act as Programme Authorizing Officer of the project. 

Mr. Muhsin ALTUN (PAO- CFCU Director)

Central Finance and Contracting Unit 

Tel

: + 90 312 295 49 00

Fax

: + 90 312 286 70 72

E-mail

: muhsin.altun@cfcu.gov.tr   

Address
: Merkezi Finans ve İhale Birimi, Eskişehir Yolu 4. Km. 2. Cad. (Halkbank Kampüsü) No: 63 C-Blok 06580 Söğütözü/Ankara TÜRKİYE

1.6 Beneficiary: 

Main Beneficiaries:

1) Turkish National Police (Project Implementation: Department of anti Smuggling and Organised Crime), 

2) Gendarmerie General Command 

Side Beneficiaries:

3) Ministry of Justice

4) Communications Presidency

5) Undersecretary of Customs

6) Coast Guard Command

Ministry of Interior, Turkish National Police, 

Turkish Project Leader will be:

Ahmet PEK 

Head of Department of Anti Smuggling and Organised Crime

Phone

: +90 312 412 70 12  

Fax:

: +90 312 417 06 21 

E-mail

: apek@kom.gov.tr 

Address
: Konur Sok. No: 40 Bakanlıklar-Ankara TURKEY

SPO of the project will be:

Ömer TEKELİ
Deputy Head of Department of Anti Smuggling and Organised Crime, Superintendent Chief at 2nd degree, 

Phone

: +90 312 412 70 40  

Fax:

: +90 312 417 06 21 

E-mail

: otekeli@kom.gov.tr Address
: Konur Sok. No: 40 Bakanlıklar-Ankara TURKEY

Turkish Counterpart RTA of the project will be:

Tuncay SARIYILDIZ 

Division Manager of Project Development Bureau in the Department of Anti Smuggling and Organised Crime

Superintendent, 

Phone

: +90 312 412 74 20  

Fax:

: +90 312 412 74 14 

E-mail

: tsariyildiz@kom.gov.tr, tekniksube@kom.gov.tr 

Address
: Konur Sok. No: 40 Bakanlıklar-Ankara TURKEY

Ministry of Interior, Gendarmerie General Command,

The contact person will be:

Ayşe SİMŞEK

General Command of Gendarmerie, Department of Foreign Affairs and Human Rights, expert for International and EU Matters

Phone

: +90 312 456 22 71

Fax:

: +90 312 215 14 17 

E-mail

: asimsek@jandarma.gov.tr
Address
: Jandarma Genel Komutanlığı, Genel Prensipler Başkanlığı Beştepe-Ankara TURKEY 

1.7 Overall cost



: € 8,000,000
1.8 EU contribution


: € 6,300,000
1.9 Final date for contracting

: two years after the signing of financing agreement  
1.10 Final date for execution of contracts: 2 years following the end date for contracting
1.11 Final date for disbursements

: 3 years following the end date for contracting  
2.       Overall Objective and Project Purpose 

2.1 Overall Objective(s):

To strengthen the current capacity of Turkey in the fight against organised crime

2.2 Project purpose: 

To reinforce the technical investigation capacity of the Turkish National Police and Gendarmerie General Command in order to identify and prevent organised crime activities in Turkey and implement the National Organised Crime Strategy more effectively.
 
2.3 
Link with Accession Partnership (AP)/ NPAA / EP /SAA

According to the NPAA 2003 (National Programme for the Adoption of the Acquis) for Turkey, there are four main objectives to be completed to fit the requirements in this field:

-By means of legislative alignment, strengthening of the institutional capacity and cooperation between different law-enforcement bodies in line with the EU requirements, the fight against organised crime, drugs, trafficking of human beings will be further improved. 

-Adoption and implementation of the EU Acquis and strengthening of the institutional capacity and co-operation between different line institutions in the fields of fraud, corruption and organised crime will continue and international co-operation in these fields will be improved. 

-Cooperation possibilities with the European Union will be explored, and preparatory work will be realised with regard to following subjects: “….combating cyber crime and high-tech crime, determination of the minimum common elements of crimes of terrorism, criminal organisations and drug trafficking…”.

2008 Accession Partnership

The 2008 AP identifies the following short-term priorities about JFS matters: 

· -Implement the national strategy on organised crime. 
· Strengthen the fight against organised crime, drugs, trafficking in persons, fraud, corruption and money-laundering.

This project will contribute to the achievement of the objectives identified under these priorities.

Regular Report Priority:

2007 Progress Report 

Chapter 24 (JFS) of “Turkey 2007 Progress Report” prepared by European Commission suggests that:

-Progress was registered in the fight against organised crime, a national strategy against organised crime was adopted and a new law on anti-smuggling was adopted. The latter put in place new legislation on the provisions of the new Turkish penal code and code on criminal procedures. A new law puts the Telecommunication Authority in charge of monitoring, supervision and coordination in order to prevent cyber-crime. The law also foresees efficient fight against offences committed via internet by making reference to criminal provisions in other laws. It aims to protect against illegal broadcasting and is inter alias supposed to fight child pornography. 

-The national strategy against organised crime will be complemented by a concrete action plan and implemented accordingly. To fight crime more efficiently, infrastructure and equipment for forensic analysis need to be improved. Inter-agency cooperation, data protection and forensic capacity in investigations remain issues to be improved.

2.4 
Link with MIPD  

The Multi-annual Indicative Financial Framework for the period 2007 - 2009 foresees a financial envelope for EU assistance to Turkey of 1.6 billion Euros. As a candidate country, Turkey is eligible for all five IPA components: I) Institution Building, II) Cross-border Cooperation, III) Regional Development, IV) Human Resource Development and V) Rural Development.

Through the use of these components, MIPD identifies a priority for the fight against organised crime and drugs required to address the objectives of the pre-accession strategy. It is as follows:

Component I – Transition Assistance and Institution Building,  

Addressing the Copenhagen political criteria
Justice, Freedom and Security: Migration and asylum policy (including the establishment of reception centres for asylum seekers), border management; visa policy and practice, fight against organised crime, drugs, protection of personal data.

2.5 Link with National Development Plan (Contribution to National Development Plan (and/or Structural Funds Development Plan/SDP)

According to points 323, 324,325, 380 and 729 in the 9th National Development Plan of Turkey, the legal and institutional framework action will continue. These points are:  

Section: 5.6.6. Making Security Services Efficient

323. Crime related problems are created in an environment where rapid transformation is experienced in social and cultural areas together with economic fluctuations, employment and urban adaptation. They arise due to internal migration, international and organised activities of criminal organizations through the use of information and communication technologies, all of which have led to an upward trend in organised crimes, especially in terrorism. Therefore, the issue of domestic security has maintained its importance also during the 8th Plan period.

324. Even though some progress was accomplished on issues such as fighting terrorism and its financing, illegal migration and refugee movements, human trafficking, organised crime, and drug use and abuse, the programme failed to reach the specified targets.

325. Issues such as lack of coordination among security forces, inability to establish sufficient coordination among relevant institutions in intelligence activities me and the failure to strengthen and spread the anti-crime infrastructure means that collecting sufficient evidence to ensure successful convictions remains an important issue

380. The informal sector of the economy will be reduced to the minimum level and entrance to the formal sector will be facilitated through the establishment of a strong supervision and monitoring system. In order to ensure functioning of the business environment according to the free market rules and to provide transparency, there will be an efficient fight against corruption and organised crime activities and the use of influence will be minimised.

Section: 7.5.6. Making Security Services Efficient

729. The National Drug Abuse Strategy will be amended to harmonize with the EU Acquis and an efficient coordination will be established among the police, gendarme, coast security and customs security organizations.

2.6 
Link with national/sectoral investment plans

Turkey must provide the agencies in the field of organised and cyber crime with the most appropriate technological equipment and knowledge, through the implementation of certain projects with the EU funds in order strengthen sufficiently the fight against crimes in order to meet the EU requirements. In addition to the national budget contribution to the law enforcement agencies, more financing sources are needed for the investments. For this reason Turkey, with a reference in the 2008 year investment programme to the use of foreign sources, has assigned the “State Planning Organisation” and “the Turkish International Cooperation and Development Agency” to monitor the efficient utilisation of these sources.

60th Government Action Plan suggests: “Efforts to provide the security and relief of the society will be improved, priority will be given to the preventive law enforcement forces, police and gendarmerie will be strengthened in terms of both human sources and technological infrastructure and equipments. In order to realise this, the legal and institutional infrastructure studies will be accelerated about security of the borders and the fight against terror and the financing of terror, organised crime, illegal migration and asylum movements, drug and human trafficking”

2.7 Link with the “Strategy Document for the Fight against Organised Crime (October 2006):

Turkish National “Strategy Document for the Fight Against Organised Crime” has been indited including the main principles to deal with all organised crime types in Turkey. There is also an ongoing study for preparing an action plan in line with the strategy document. 

For a contributive effort to all, this project has been submitted to implement the principles in the sections “3.3”, “3.5”, “3.6” and “3.7” of the strategy document. The relevant articles and text of the sections have been given in the “3.1.2 Justification” part of this fische. Additionaly, the full text of  the “Strategy Document for the Fight Against Organised Crime” has been annexed as “Annex 8”
3 Description of project

3.1 Background and justification

3.1.1 Background 

Globalisation, a defining characteristic of the modern world, impacts on the area of organised crime. Criminal organisations which now operate beyond borders, act in cooperation with each other  in such areas as drugs, arms, nuclear materials trafficking and corruption, and in investing their criminal profits. Organised criminality, which poses a serious danger for all societies, has adopted an international character and has grown into a global threat by means of technological advances. Transnational crime groups can become involved at every profit-oriented area; even in human, human parts and blood trafficking.  

Organised crime groups have become increasingly sophisticated in developing methods to avoid detection and prosecution. Criminal groups have developed defensive mechanisms that prevent infiltration and intervention into their organizations. This mechanism helps planning and execution of illegal activities, formation of hierarchical group structures, improving international relations, structuring logistics which operates professionally, and appraising and legalising illegal profits. 

Another characteristic of organised criminals of today is their ability to utilise opportunities presented by the liberal economy where they adopt the role of lawful businessmen. It should be stressed that perpetrators of organised crimes can often continue their illegal activities, not by acting outside the society but on the contrary, by preserving a legal image and enjoying the support of some certain segments of the society. This differentiates organised crime groups from terrorist organisations and pushes law enforcement organisations to adopt different tactics by leaving traditional investigation methods. 

To be able to realize the aims set by the Organised Crime Strategy Document at article 3.7 “Principles of implementation concerning the fight against organized crime” tracking the activities of organised crime groups before they commit crimes, is vitally important. By doing so, legal control over criminal activity will start at the crime formation stage so the general public and potential victims will be better protected. However, if organised crimes cannot be prevented before they occur, then the collection of incriminating evidence is vitally important to ensure convictions.  In order to be able to do this the most advance technology available is needed to assist with all stages of a criminal investigation. With such equipment, the illegal activities of criminals can be secretly observed and their communications in secret meetings can be tracked. Almost all planned investigative activities involves the profiling and collection of incriminating evidence through surveillance by technical devices.

It can be concluded that during the investigation of sensitive crimes such as mafia-type organised crimes, human, drugs, arms and nuclear materials trafficking and corruption, the collection of critical evidence is possible only by using technical devices in most cases. In this framework, some special investigative methods are included in Criminal Procedure Law, dated 13.11.2004, to be able to investigate the above-mentioned crimes. One of these special methods is surveillance of criminal organizations by technical devices. However, because the number of personnel who are qualified to perform this technique and the quality/quantity of equipment at hand is quite low, this legal power could not be employed as effectively as it was originally planned. Through this project proposal, Turkey aims to detect and convict organised criminals by increasing its evidence collection capacity through technical means and put in place crime fighting methodologies such as those that exist in the European Union.. 

Recently, a new law has been adopted on 23/05/2007 to prevent the crimes committed via the internet.(No:5651) Though, it is not aimed at directly combating organised crime, this law permits  the blocking of websites, which commit the crime “To facilitate the use of illicit drugs and stimulants”..  Additionally, in line with this law, the Communications Presidency coordinates and supports the authorized and assigned Law Enforcement Agency with investigative powers within the within the framework of technical clauses to prevent promotion, smuggling, keeping, letting of lease, or sales of the products including any figurative image, text or sound concerning the crimes committed in the internet which are lay down at article 8 of the Act (No.5651). In this context, the Communications Presidency analyses and evaluates the applications submitted by the authorized and assigned Law Enforcement Agencies and ensures that the required measures are taken to prevent the crimes defined in the law. This institution also is the only lawful interception agency through which all other law enforcement bodies have to perform their lawful interception tasks during their organised crime operations. By conducting of public prosecutions with specialised forensic equipment, agencies perform activities such as data and password recovery of seized computers, hard-disks, flash drives etc., computer or mobile phone forensic inspection, which cannot be regarded as lawful interception of internet activities. However, there is a severe shortage of this specialised equipment for forensic inspection.
In Turkey, public prosecutors are responsible for conducting all investigations, including investigations of organised crime. They carry out these investigations through following judicial law enforcement units; Turkish National Police, Gendarmerie General Command, Undersecretariat of Customs and Coast Guard Command. After organised crime cases are dispatched to these law enforcement units by public prosecutors, anti smuggling and organised crime departments which operate under them handle these investigations. Besides investigative duties, these units also carry the task of prevention of organised criminality. 

Turkish National Police Anti-Smuggling and Organised Crimes Department and its 81 provincial divisions are tasked with detecting, preventing and investigating organised criminal activity in urban areas. It has 5270 personnel in total and 550 of these are employed in technical surveillance divisions where telecommunications monitoring and recording, capturing signals of telecommunication devices and surveillance by technical devices activities are implemented. 

Turkish Gendarmerie General Command Anti-Smuggling and Organised Crimes Department and its 54 provincial and 27 sub-provincial divisions are tasked with detecting, preventing and investigating organised criminal activity in rural areas. It should be noted that cooperation between police and gendarmerie units in the fight against organised crime is at a high level. 
Nevertheless, with the current deficiencies of the agencies, it is not so possible to fulfil the tasks referred to above, successfully. The main reason for this is that there is a severe lack of well- trained staff and the current educational level of the staff is not sufficiently high enough for fight against organised crime.

Additionally, the existing equipment of the operative units are the basic and ordinary devices provided at the first establishment of those units. (Handy cam, digital camera, voice recorder etc.) However, it is essential to use specialised equipments designed for surveillance and tracking of targets in order to eliminate the risk of probable problems during the operations and gather proper evidences about the organised crime activities. 
Finally, this project will mainly be dealing with JFS matters particularly in terms of police and gendarmerie investigation capacity in the fight against organised crime.

3.1.2 Justification

In the course of progress towards accession to the European Union, Turkey has made efforts to establish similar structures to those found in EU Member States and to have similar acquis and procedures against organised crime in the transition to the norms, expectations and obligations of EU Member State administrations. 
 Progress has been achieved through the 2002-2005 “Strengthening the Fight against Organised Crime” project. However, this project did not concentrate sufficiently on enhancing the technical capacity of organised crime units. Activities concerning technical surveillance were dealt with only in general terms and only a very limited amount of equipment for technical surveillance was supplied.
The institutional and technical incapacity of the units, which originated from the lack of proper equipment, well-trained staff and standard institutional implementations all contribute to the existence of a major deficiency in the fight against organised crime. To overcome this deficiency, the EU requirements and best practices need to be assessed, analysed and eventually adopted by Turkish organised crime units.
Through this project, the strategies and the principles which have been identified by the Turkish national “Strategy Document for the Fight against Organised Crime” (published in October 2006) will also be implemented and have profound contributions to the fight against organised crime. The sections and articles of the strategy document have been presented below only with the relevant parts and article numbers (Note that; only relevant articles are given, for instance in a section if only “a” and “d” are relevant with the project, then the other articles are not listed below. )
Strategy Document for the Fight against Organised Crime, Section 3.3:

Principles Of Implementation Concerning The Streamlining Of The Organisational Structure

3.3.1
Law Enforcement Bodies 

a)
The targets and priorities determined by law enforcement bodies for the fight against organised crime must be updated according to changing requirements and developing condition
 

d)
For more effective use of logistical and technical capabilities, certain provinces with a regional character must be strengthened so as to provide support to the neighbouring provinces.

Strategy Document for the Fight against Organised Crime, Section 3.5:

Principles Of Implementation Concerning Specialised Training 

c)
Specialised training and development training must be further developed in the subjects of organised crime, drugs, corruption and financial crimes. 

d)
Basic and specialised training must be provided regarding international cooperation.

Strategy Document for the Fight against Organised Crime, Section 3.6:

Principles Of Implementation Concerning Special Investigation Methods

3.6.2
Use of Technical Instruments
a)
The bodies fighting against organised crime must be equipped with special operational instruments and materials (technical, electronic and optical devices, vehicles, etc.) for them to carry out their duties effectively. 

b)
The use of technical devices in crime operations must be promoted, especially to obtain material evidence of the crime. 

Strategy Document for the Fight against Organised Crime, Section 3.7:

3.7.8
Fighting Against Information Crimes

b)
In-service training activities must be organised with the law enforcement and judicial bodies and relevant institutions to eliminate shortcomings that exist in the fight against information crimes and adversely affect this fight. 

c)
During the investigation of these crimes, the specialist investigation units must be supported with technical material to examine items stored in the form of digital data. 

d)
Since the examination of computers or digital media seized during an investigation requires specialisation and special programs, such examination must be performed by competent personnel who received training in this field. 

This project, through the activities summarised below, is very essential in order to implement the principles mentioned in the strategy document:

-The institutional capacity, situation and implementations of Turkish organised crime units will be analysed then compared to the equivalent EU training models, practices and institutions. Subsequently, the required changes will be adapted to the units. 

-The EU criteria for selection of the proper staff will be identified and these criteria will be followed for onwards selection of the personnel to work in the organised crime units. 
-Studies, basic and expert level training activities will be carried out to enhance the educational level, knowledge and skills of the staff already working in the organised crime units. 

-Organised crime units will be equipped with proper and specialised equipments to perform their duties more efficiently and gather proper evidence to ensure conviction of criminals;. 

-For the sustainability of these essential steps, trainers will be trained and further training activities will be carried out by them. 

3.2
Assessment of project impact, catalytic effect, sustainability and cross border impact 

An efficient struggle against organised crime has two significant impacts: one is to avoid the negative effects of such crimes in Turkey and other is to avoid negative effects upon to Turkey’s neighbouring countries primarily EU. Therefore, the project will have major impact on a variety of sectors varying from commerce to public order and to national security. In addition, transnational and cross border security will be considerably improved Another important impact is that fight against organised crime will be strengthened as Turkey will have up-to-date practices, methods, equipments and well-trained staff  similar  to that found in  EU Member States. 
Through the statistical data (at Annex 7), it is known that many operations against organised crime have been held at the large provinces. In contrast, the number operations are less in the smaller provinces. This is mainly due to the lack of qualified staff and equipment in those provinces. The result of this is that small size mafia groups arise and strengthen themselves in these small provinces and subsequently move to the large provinces. This issue will also have been handled to a reasonable grade through  this project by means of basic and expert training activities and the provision of proper equipment to these small provinces to prevent them being used as training grounds or nurseries for organised crime.
The project, by assisting with the implementation of elements of  the strategy for the fight against organised crime through enhancing the technical and institutional capacity of the relevant agencies, will pose a catalytic effect on the full implementation of the strategy and constitute a major step taken against such crimes. This project can be regarded as phase one for the probable projects to be proposed by law enforcement agencies and it will also be a model project for the ongoing studies to prepare an action plan for the fight against organised crime.

The sustainability of the project will be provided for. As the beneficiary agencies and their subsidiary units are the main organisations for law enforcement, they are unlikely to be subject to abolishment or annulment. The trained people and the trainers trained within the project will proceed to work in the units of relevant agencies as they are in the branch of those institutions. These agencies have regulations for the staff to be in their branch, and the staff cannot be allocated easily in other agencies without the consent of the branch-giving agency. The trainers trained within the project will continue their training activities in the central facilities, in Ankara and the trained personnel during the project will act as trainers in their provinces/units. The trainers will also participate in the training courses presented by TADOC to the Balkan countries’ law enforcement members and so they will have an additional role for fight against organised crime in Balkan countries, which form the first access gate to the EU.
The equipment supplied within the project will be used by the central and the provincial organised crime units. The fixing, repair, maintenance and other technical service procedures will be financed and carried out by the central departments.  This supply will be a model for the other Turkey’s own projects to enhance the capacity of the units in terms of proper equipments for organised crime.

For many projects there is not a cross-border impact, but there is an evident impact of organised crime activities in a two way manner; which is “into Turkey” and “out of Turkey” as a transit country. Organised crime not only occurs at national level but also occurs at international level.  If Turkey had the strict control of her borders, the defective impact of organised crimes, particularly drug and human trafficking into Turkey and EU, would be much less than it is now. Therefore, this project will also contribute to the strengthening of the border organised crime units.

3.3 
Results and measurable indicators:

Results expected from this project are the following:

R.1 Identified EU requirements and best practices and the current status of Turkey in terms of fight against organised crime

Measurable indicators of R.1;

· A gap analysis dealing with EU requirements and best practices for organised crime in comparison with the current status of Turkey, developed by 2010
· An evaluation report defining the road map for adaptation of EU requirements and best practices in terms of intuitional structuring, technical capacity, staff qualifications and training needs, developed by 2010

· Recommendations drafted for the implementation of the action plan which is currently under preparation in line with Turkish National Organised Crime Strategy.
R.2 Strengthened institutional capacity
 of the pilot organised crime units in compliance with EU requirements and best practices

Measurable indicators of R.2;

· Institutional and organisational models based on the EU requirements and best practices implemented and pilot units re-organised by 2011.

· Developed plan for dissemination of the practices and implementations of the pilot units.

· Identified criteria of personnel selection for organised crime units.

· At least 100 senior staff from different law enforcement agencies (judge, public prosecutors, gendarmerie etc.) participated successfully in training activities by the end of project

R.3 
Strengthened technical
 and investigation capacity of organised crime units in compliance with EU requirements and best practices.

Measurable indicators of R.3;

· Enhanced knowledge, skills and experience of staff in terms of technical and investigation capacity by basic or expertise training and the internship arrangement by the end of project (300 staff for basic training, 45 staff for expert training apart from 300, 5 staff for internship and training of trainers)
· Implemented EU training models in Turkish basic and expertise training activities for organised crime 

· Proper equipments for organised crime, provided and used efficiently.
· Increase in use of special investigation methods (surveillance, observation, tracking systems etc.)

3.4 Activities (including inputs = precise list of contracts) –More details will be presented in Annex 5
There will be 3 components and two sub-components to achieve the project.  “component 1”, “component 2” and “sub-component 3.1” will be made under one “Twinning Contract”. Additionally, “sub-component 3.2” will be made under one “Supply contract”. The co-financing of the contracts has been presented in the estimated budget table.  
The co-financing of the activities and supply will be funded by the national budget shares of TNP and Gendarmerie. By means of the components in the project, the training activities below will be performed:
	Type of Training
	Number of Activities

	Study visits (maximum 5 staff and 5 days for each visit –minimum 5 visits)
	5

	Internship arrangement in EU (minimum 5 staff –maximum 30 days)
	1

	Training of trainers (minimum 10 staff and minimum 10 days)
	1

	Training of minimum 100 senior staff (maximum 20 staff and 5 days for each training –minimum 5 courses)
	5

	Basic Training of minimum 300 staff (maximum 20 staff and 10 days for each training –minimum 15 courses)
	15

	Expertise Training of minimum 45 staff (maximum 15 staff and 10 days for each training –minimum 3 courses)
	3


To achieve R.1:
Component 1:  Identification of EU requirements, best practices and current status of Turkey (One Twinning contract ) 

The first component is designed to identify the requirements, practices, equipments, systems, training models, personnel allocation and selection criteria in EU and the current status of Turkey in these subjects. The duration of this component will be 6 months. The subsequent “components 2 and 3” will be executed after this component has completed. 
a) Assessment and analysis of the EU requirements and best practices
b) Comparative analysis of the best practices of the EU Member State and Turkey
c) Development of a gap analysis and an evaluation report to prepare a road map 
d) Comparative analysis of Turkish basic and expertise training activities and development of training models
e) Identification of the criteria for personnel selection in the relevant units of EU
f) Assessment of the action plan in terms of technical investigation capacity which is currently drafted in line with the National Organised Crime Strategy and proposals for implementation methods and future recommendations 
g) To realise these; study visits, workshops and similar domestic activities will be made for related beneficiaries and stakeholders
To achieve R.2:
Component 2: Strengthening the institutional capacity of organised crime units (Within the same Twinning contract of component 1 and sub-component 3.1)

This component is designed to recommend or adapt EU requirements for the institutional capacity of the organised crime units in the provinces in order to settle a standard institutional and efficient structure against organised crime. The duration of this component will be 12 months. This component will be executed after the “component 1” has completed but simultaneously with the “component 3”

a) Selection of pilot provinces according to the institutional and organisational models based on EU best practices

b) Training activities for minimum 100 senior staff from different agencies (judge, public prosecutor, gendarmerie etc.) to increase their awareness for the necessity of changes in compliance with EU best practices. 

c) Identification and implementation of the criteria for personnel selection to work in organised crime units.

d) Re-organising of the pilot units according to the road map and the results of the gap analysis of “Component 1”

e) After the succession of the pilot units, development of a plan for dissemination of the practices and implementations of them to the other provinces.
f) To realise these; study visits, workshops and similar domestic activities will be made for related beneficiaries and stakeholders

To achieve R.3: 
Component 3: Strengthening the technical and investigation capacity of organised crime units 
This component is designed to realise the purchase and installation of proper equipments to strengthen the fight against organised crime and to harmonise the methods, equipments, systems, training activities and models and etc. with EU requirements and best practices. 
Sub-component 3.1  “Training activities to enhance the technical capacity, knowledge and skills of the staff at organised crime units.” (Within the same Twinning contract of component 1 and 2)
The duration of this sub-component will be 12 months. This component will be executed after the “component 1” has completed but simultaneously with the “component 2”

a) Re-design of current training models of Turkish basic and expertise training for organised crime particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”

b) Selection of staff to be trained and giving basic training to minimum 300 staff according to the training models based on EU best practices particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”
c) Selection of 45 staff apart from 300, who have accomplished basic training, and giving them expertise training according to the training models based on EU best practices particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”
d) Arrangement of internship in EU for minimum 5 staff 

e) Training of trainers for further training activities after the project has completed.

f) To realise these; training courses, internship arrangements and similar domestic activities will be made for related beneficiaries and stakeholders

Sub-component 3.2  “Procurement of necessary equipment for the modernisation of organised crime units” (One Supply contract)

The use of modern technologies and equipments at organised crime units is as essential as providing an efficient technical capacity and training courses for them. The increase in organised crime, drug trafficking and illegal migration is leading to new threats. In order to tackle with these new threats, the technical capacity of organised crime units should be enhanced in compliance with EU best practices. The duration of this sub-component is 12 months. It will begin simultaneously with “component 1”
a) Procurement of proper and necessary equipments 

b) Installation of the systems and equipments

c) Training of equipments supplied

* Detailed information about the necessary equipment is presented in Annex 5.

3.5
Conditionality and sequencing 
In terms of basic sequencing, the activities shall proceed in the below order while the study visits and training seminars will be implemented in parallel: 

· Assessment of current technical, institutional and investigation capacity 

· Needs assessment in terms of manpower and equipment for implementation

· Development of a structured implementation methodology and plan, based on common architecture and requirements
· Organisational plan where relevant.

· Identification of detailed institutional and investment requirements

· Prototyping at selected provinces and units. 
The Turkish National Police will commit itself to adapt new methods and requirements developed during the programme and disseminate them through further training and awareness-raising activities, especially through the use of trainers trained in the programme. 
General Command of Gendarmerie, which fulfils its duties under Ministry of Interior in peace time and under the command of Land and Sea Forces at military expedition time, has an appropriate structure that is in line with these duties. Thus, the Gendarmerie does not intend to make institutional changes at its infrastructure. However, Gendarmerie will be formally notified for their participation in the activities that will be held during the twinning
It is also noted that Turkish Undersecretary of Customs has similar systems for Automatic Plate Recognition System and Vehicle Tracking System. In case there is a  necessity, these systems can be utilised with cooperation of both institutions by formal demands/protocols or judge orders if applicable. The systems to be supplied with this project will be compatible to those of Turkish Undersecretary of Customs because it is only a matter of relationship to be established between the databases of these systems. 
Projects to be implemented through twinning require the full commitment and participation of the senior management of the beneficiary institution. In addition to providing the twinning partner with adequate staff and other resources to operate efficiently, the senior management must be involved in the development and implementation of policies and changes required to deliver the project results.

3.6 
Linked activities

This project will be a model implementation of Turkish national strategy for fight against organised crime especially for the ongoing studies for an action plan against organised crime in Turkey.  In addition to this, TNP (through the Department of Anti Smuggling and Organised Crime-[DAOC]) have already applied for three TAIEX study visits for the use of special investigation methods (technical surveillance, undercover agent etc..) and development of training models for organised crime units for a preparatory work before the execution of this project. The one, which was proposed for 2007-3 period, has been approved with Ref. no: T-8109 and realised between 26-30 May 2008 by Turkish delegation. The calendar for other TAIEX studies is expected to be announced soon.
Similarly, in order to prevent organised crime through borders, especially drug trafficking, Turkish law enforcement agencies have an evident support for the ongoing Integrated Border Management project. Apart from these current activities a major number of projects, which directly or indirectly have dealt with organised crime, have been achieved. These are:
 
· Establishment of a National Drugs Monitoring Centre (Reitox Focal Point) and development and implementation of a National Drugs Strategy

· Strengthening the Fight against Money Laundering                                                     

· Strengthening the Fight against Organised Crime

· Strengthening Institutions in the Fight against Trafficking in Human Beings

· Strengthening the struggle against money laundering, financial sources of crime and the financing of terrorism. 

· Enhancement of the professionalism of the Turkish Gendarmerie in its law enforcement activities

· Strengthening of capacity for the interdiction of drugs in rural areas

· Supporting Turkey’s efforts to combat human trafficking and promote access to justice for all trafficked persons

· Strengthening the capacity of Turkish National Monitoring Centre for Drugs and Drugs Addiction

3.7
Lessons learned

The two results below are the results which previously projects dealing with organised crime have lacked in:
· Beneficiaries will be informed about the legal and institutional structure of the units in EU which are responsible for technical surveillance services in terms of organised crime.

· Beneficiaries will be informed and trained about the methods and equipments utilised by the EU units for video, audio, data surveillance including lawful interception and target tracking systems (GPS or similar devices).

In the previously completed projects specialised training or the proper equipments for organised crime units was not provided satisfactorily. The most important point about this lack is that the beneficiaries learned about the necessity to use special investigation methods such as “informants, technical surveillance and specialised equipments” to obtain proper evidence and acquire an understanding of “access to criminals through evidences not otherwise”, but they did not have access to such equipment. Projects have concentrated on theory more than practice up to now.
An improved approach in the fight against organised crime, which also enhances practical implementation, will have a profound impact and lead a significant decline on such crimes. Having similar knowledge, training and equipments will motivate and encourage the personnel in their efforts. It is seen that more co-operation, training, the exchange of experiences and information is extremely vital in this struggle.

The EU funded projects completed in previous years have shown us that the experts coming from a single member state would not be sufficient in reflecting the overall approach of the organised crime strategies implemented in EU Member States. Hence, the RTA should be supported by medium term experts from different member states enabling transfer of know-how on different implementation schemes in line with EU. Additionally in this point of view, tools as study visits, workshops should be realised in various EU member states. 

It is also seen that the training courses should continue after the end of the project and have a continuous aspect. So, it is essential to pay attention to the training of trainers and prepare appropriate education and training materials. 
4. Indicative Budget (amounts in €)
Current institutional framework is described briefly in Annex III. Below table is only for the institutional framework within this project

Approximately estimated budget: 
There will be 3 components to achieve the project.  “component 1”, “component 2” and “sub-component 3.1” will be made under one “Twinning Contract” and “sub-component 3.2” will be made under one “Supply contract”. 
	 
	
	SOURCES OF FUNDING

	
	TOTAL EXP.RE
	TOTAL PUBLIC EXP.RE
	IPA COMMUNITY 
CONTRIBUTION
	NATIONAL PUBLIC
 CONTRIBUTION
	PRIVATE CONTRIBUTION

	  ACTIVITIES
	IB
(1)
	INV
(1)
	EUR

(a)=(b)+(e)
	EUR

(b)=(c)+(d)
	EUR

(c)
	% (2)
	Total

EUR

(d)=(x)+(y)+(z)
	% 
(2)
	Central
EUR

(x)
	Regional/
Local
EUR

(y)
	IFIs

EUR

(z)
	EUR

(e)
	% 
(3)

	Twinning:

Component “1”, “2” 
and “3.1” of the project
	
	
	
	
	
	
	
	
	
	 
	 
	 
	

	contract 1.1
(Twinning Contract)
	x
	
	1,500,000
	1,500.000
	1,425,000 
	95
	75,000
	5
	75,000 
	- 
	- 
	- 
	-

	Supply :

Component 3.2 
of the project
	
	
	
	
	
	
	
	
	
	 
	 
	 
	

	contract 1.2

(Supply Contract)
	
	x
	6,500,000
	6,500,000
	4,875,000 
	75
	1,625,000
	25
	1,625,000 
	- 
	- 
	- 
	-

	TOTAL  IB
	1,500,000
	1,500,000
	1,425,000  
	95 
	75,000 
	5 
	75,000 
	-
	-
	-
	-

	TOTAL  INV
	6,500,000
	6,500,000
	4,875,000 
	75
	1,625,000
	25
	1,625,000 *** 
	
	
	
	

	TOTAL PROJECT
	8,000,000
	8,000,000
	6,300,000 
	78,75
	1,700,000
	21,25
	1,700,000
	- 
	- 
	- 
	-


***In the investment contribution,  € 320,400 will be co-financed by Gendarmerie and € 1,304,600 by TNP forming the total of  € 1,625,000


5.      Indicative Implementation Schedule (periods broken down per quarter)

Duration of the contracts 

	Component
	Start of  Tendering
	Signature of Contract
	Contract Completion

	Twinning:

Component 1:  Determination of EU requirements and current status of Turkey 
Component 2: Strengthening the institutional capacity of provinces / units  
Component 3: Strengthening the technical capacity of organised crime units 
	1Q 2009
	3Q 2009
	2Q 2011

	Supply:

Component 3: Strengthening the technical capacity of organised crime / units 
Sub-component 3.2  “Procurement of necessary equipment for the modernisation of organised crime units” 
	1Q 2009
	3Q 2009
	3Q 2010


         Duration of the project: 18 months (analysis [6 months] + strengthening institutional and technical capacity [12 months] )
6.       Cross cutting issues

         6.1 Equal Opportunity

TNP and Gendarmerie (also other side beneficiaries) are equal opportunity employers. Selection of staff and other personnel to work on the projects will be based on objective assessments of qualification and experience, without regard to gender. 

6.2 Environment

The equipment will not have any negative influence on the environment. 

6.3 Minority and vulnerable groups 

According to the Turkish Constitutional System, the word minority encompasses only groups of persons defined and recognized as such on the basis of multilateral or bilateral instruments to which Turkey is a party. This project has no negative impact on minority and vulnerable groups. 

ANNEXES TO PROJECT FICHE

1. Logical framework matrix in standard format 

2. Contracting and disbursement schedule by quarter for full duration of program 

3. Institutional Framework

4. Reference to laws, regulations and strategic documents

5. Indicative breakdown of the budget for contracts envisaged under the Project, Expert Qualifications and tasks

6. Market Research
7. Need Analysis

8. Turkish, Strategy Document for the Fight Against Organised Crime





ANNEX 1 – LOGICAL FRAMEWORK

	LOGFRAME PLANNING MATRIX FOR

Strengthening the Investigation Capacity of Turkish National Police and Gendarmerie Against Organised Crime
	Programme name and number

IPA  - TR080212
	

	
	Contracting period 

expires:

2 years after the FA 
	Disbursement period expires:

3 years following the end date for contracting

	
	Total budget :

 € 8,000,000
	EC Assistance budget :

 € 6,300,000

	Overall objective
	Objectively verifiable indicators
	Sources of Verification
	

	1. To strengthen the current capacity of Turkey in the fight against organised crime

	1. The rate of seizures, statistics,  increased capacity in fight against organised crime
	1.1 Progress Reports in 2010 and onwards

1.2Reports on expenditures of the Government
	

	Project purpose
	Objectively verifiable indicators
	Sources of Verification
	Assumptions

	1.To reinforce the technical investigation capacity of the Turkish National Police and Gendarmerie General Command in order to identify and prevent organised crime activities in Turkey and implement the National Organised Crime Strategy more effectively.

	1.1 Increase of the seizures against organised crime, especially drug trafficking

1.2 Units modernised with proper equipment to the highest requirements by the end of project.  

1.3 Increase in use of special investigation methods 


	1.1.1  Progress Reports in 2010 and onwards

1.1.2  Annual reports of TNP

1.2.1 Reports on expenditures of the Government

1.2.2 Project implementation reports

1.3.1Units with supplied equipment 
1.3.2 Forms for the methods and devices used in the operation to be filled by field teams


	-Agencies agree on implementation of some measures or requirements in line with EU practices through the project



	Results
	Objectively verifiable indicators
	Sources of Verification
	Assumptions

	1. Identified EU requirements and best practices and the current status of Turkey in terms of fight against organised crime
	1.1 A gap analysis dealing with EU requirements and best practices for organised crime in comparison with the current status of Turkey, developed by 2010

1.2 An evaluation report defining the road map for adaptation of EU requirements and best practices in terms of institutional structuring, technical capacity, staff qualifications and training needs, developed by 2010

1.3 Recommendations drafted for the implementation of the action plan which is currently under preparation in line with Turkish National Organised Crime Strategy.


	1.1 Assessment and gap analysis report on EU requirements on  analysis related issues

1.2 Comparative analysis report of the best practices of the EU Member State  analysis models

1.3 Comparative analysis report for the selection of staff for organised crime units

1.4 Proposed institutional and organisational models  

1.5 Cost benefit analysis of all proposed models

1.6 Training materials on  analysis

1.7 Dissemination activities

1.8 Study visits, conferences & seminars, and participation of stakeholders

1.9 Training, conference and seminar participation records

1.10 Recommendations draft document for the action plan
	1.1 Continued Government and EU commitment towards Turkey’s accession

1.2 Availability of experienced advisors and consultants

	2. Strengthened institutional capacity of the pilot  organised crime units in compliance with EU requirements and best practices
	2.1 Institutional and organisational models based on the EU requirements and best practices implemented and pilot units re-organised by 2011.

2.2  Developed plan for dissemination of the practices and implementations of the pilot units.

2.3 Identified criteria of personnel selection for organised crime units.

2.4 At least 100 senior staff from different law enforcement agencies (judge, public prosecutors, gendarmerie etc.) participated successfully in training activities by the end of project


	2.1 Proposed institutional and organisational models including staff selection
2.2 Cost benefit analysis of all proposed models

2.3 Training materials on implementations, requirements for staff and management 

2.4 Training, conference and seminar participation records

2.5 Dissemination reports

2.6 Project implementation reports
	2.1 Continued Government and EU commitment towards Turkey’s accession

2.2 Availability of experienced advisors and consultants 



	3. Strengthened technical and investigation capacity of organised crime units in compliance with EU requirements and best practices.


	3.1 Enhanced knowledge, skills and experience of staff in terms of technical and investigation capacity by basic or expertise training and the internship arrangement by the end of project (300 staff for basic training, 45 staff for expert training apart from 300, 5 staff for internship and training of trainers)

3.2 Implemented EU training models in Turkish basic and expertise training activities for organised crime 

3.3 Proper equipments for organised crime, provided and used efficiently.
3.4 Increase in use of special investigation methods (surveillance, observation, tracking systems etc.)
	3.1 Proposed technical capacity models

3.2 Cost benefit analysis of all proposed models
3.3 Surveillance and control equipment delivered and in special investigation use in the units

3.4 Certificates for attendance to the training courses

3.5 Forms about the use of special investigation systems and equipments
	3.1 Continued Government and EU commitment towards Turkey’s accession

3.2 Availability of experienced advisors and consultants

	Activities
	Means
	Costs
	Assumptions

	To achieve R 1: 

Component 1:  Identification of EU requirements, best practices and current status of Turkey 

The first component is designed to identify the requirements, practices, equipments, systems, training models, personnel allocation and selection criteria in EU and the current status of Turkey in these subjects. The duration of this component will be 6 months. The subsequent “components 2 and 3” will be executed after this component has completed. 

a) Assessment and analysis of the EU requirements and best practices

b) Comparative analysis of the best practices of the EU Member State and Turkey

c) Development of a gap analysis and an evaluation report to prepare a road map 

d) Comparative analysis of Turkish basic and expertise training activities and development of training models

e) Identification of the criteria for personnel selection in the relevant units of EU 

f) To realise these; study visits, workshops and similar domestic activities will be made for related beneficiaries and stakeholders


	- Twinning contract

	€ 1.5 M.

	- Availability of suitable, appropriately qualified RTA and STEs

- Development of suitable workshops and seminars

- Co-operation of all agencies involved in fight against organised crime

	To achieve R.2: 

Component 2: Strengthening the institutional capacity of organised crime units 
This component is designed to recommend or adapt EU requirements for the institutional capacity of the organised crime units in the provinces in order to settle a standard institutional and efficient structure against organised crime. The duration of this component will be 12 months. This component  will be executed after the “component 1” has completed but simultaneously with the “component 3”

a) Selection of pilot provinces according to the institutional and organisational models based on EU best practices

b) Training activities for minimum 100 senior staff from different agencies (judge, public prosecutor, gendarmerie etc.) to increase their awareness for the necessity of changes in compliance with EU best practices. 

c) Identification and implementation of the criteria for personnel selection to work in organised crime units.

d) Re-organising of the pilot units according to the road map and the results of the gap analysis of “Component 1”

e) After the succession of the pilot units, development of a plan for dissemination of the practices and implementations of them to the other provinces.

f) To realise these; study visits, workshops and similar domestic activities will be made for related beneficiaries and stakeholders


	- Twinning contract

	*mentioned above at result 1 costs.
	- Availability of suitable, appropriately qualified RTA and STEs

-Know how on existing Turkish environment and legislation and organizational arrangements

- Development of suitable workshops and seminars



	To achieve R.3: 

Component 3: Strengthening the technical and investigation capacity of organised crime units 
This component is designed to realise the purchase and installation of proper equipments to strengthen the fight against organised crime and to harmonise the methods, equipments, systems, training activities and models and etc. with EU requirements and best practices. 
Sub-component 3.1  “Training activities to enhance the technical capacity, knowledge and skills of the staff at organised crime units.” (Twinning)

The duration of this sub-component will be 12 months. This component  will be executed after the “component 1” has completed but simultaneously with the “component 2”

a) Re-design of current training models of Turkish basic and expertise training for organised crime 

b) Selection of staff to be trained and giving basic training to minimum 300 staff according to the training models based on EU best practices particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”
c) Selection of 45 staff apart from 300, who have accomplished basic training, and giving expertise training according to the training models based on EU best practices particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”
d) Arrangement of internship in EU for minimum 5 staff 

e) Training of trainers for further training activities after the project has completed.

f) To realise these; training courses, internship arrangements and similar domestic activities will be made for related beneficiaries and stakeholders

Sub-component 3.2  “Procurement of necessary equipment for the modernisation of organised crime units” (Supply)

The use of modern technologies and equipments at organised crime units is as essential as providing an efficient technical capacity and training courses for them. The increase in organised crime, drug trafficking and illegal migration is leading to new threats. In order to tackle with these new threats, the technical capacity of organised crime units should be enhanced in compliance with EU best practices. The duration of this sub-component is 12 months. It will begin simultaneously with “component 1”

a) Procurement of proper and necessary equipments 

b) Installation of the systems and equipments

c) Training of equipments supplied

	- Twinning contract
- Supply contract

	*mentioned above at result 1 costs.
€ 6.5 M.
	- Budgetary adjustment of the institutions involved


	Component
	2008
	2009
	2010
	2011

	
	O
	N
	D
	J
	F
	M
	A
	M
	J
	J
	A
	S
	O
	N
	D
	J
	F
	M
	A
	M
	J
	J
	A
	S
	O
	N
	D
	J
	F
	M
	A
	M
	J
	J
	A

	Contract 1.1-  Twinning 
	P
	P
	P
	T
	T
	T
	T
	T
	T
	T
	C
	C
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	
	
	
	

	Contract 1.2 – Supply 
	P
	P
	P
	T
	T
	T
	T
	T
	T
	T
	C
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	I
	
	
	
	
	
	
	
	
	
	
	
	


* Preparation also exists before October 2008, but not written. 

	P
	Preparation

	T
	Tendering

	C
	Contracting

	I
	Implementation and Payments 


ANNEX II:
amounts (in €) Contracted and disbursed by quarter for the project 

	Contracted
	III/2009
	IV/2009
	I/2010
	II/2010
	III/2010
	IV/2010
	I/2011
	TOTAL

	Contract 1.1


	1,425,000
	-
	-
	-
	-
	-
	-
	1,425,000

	Contract 1.2


	4,875,000
	
	-
	-
	-
	-
	-
	4,875,000

	Cumulated
	6,300,000
	6,300,000
	6,300,000
	6,300,000
	6,300,000
	6,300,000
	6,300,000
	6,300,000

	Disbursed

	III/2009
	IV/2009
	I/2010
	II/2010
	III/2010
	IV/2010
	I/2011
	TOTAL

	Contract 1.1
	641,250
	-
	-
	641,250
	-
	-
	142,500
	1,425,000

	Contract 1.2


	2,925,000
	-
	-
	1,462,500
	-
	-
	487,500
	4,875,000

	Cumulated
	3,566,250
	3,566,250
	3,566,250
	5,670,000
	5,670,000
	5,670,000
	6,300,000
	6,300,000








ANNEX 3

INSTITUTIONAL FRAMEWORK

Main Beneficiary:

The project implementation unit is Turkish National Police. Main beneficiaries are Turkish National Police and Gendarmerie Genreal Command working under the Ministry of Interior. Stakeholders are Ministry of Justice, Undersecretary of Customs, Telecommunications Authority and the other relevant institutions.

The institutions and the units that will take part directly or indirectly in the project are as below:

Project Management Unit: (TNP-Department of Anti Smuggling and Organised Crime [DAOC])
PMU will be responsible for:

· Project management (coordination of the activities such as inviting beneficiary institutions, determining the personnel that will be participate in the activities both in MS study visits and in Turkey), 

· Technical management (providing the teaching materials in Turkey including seminar places and accommodates, office for RTA and STE’s), 

· Financial management, 

· Monitoring, 

· Secretariat. 
*** TNP-DAOC is committed and resourced for the contracting and implementation of this project. 
Project Steering Committee

A Project Steering Committee will be set up during the project’s inception period to ensure coordination between the different stakeholders. Membership of the Committee will consist of one representative from the Contracting Authority, European Commission Representation, General Secretariat for EU Affairs, the Ministry of Interior.
Representatives of beneficiary ministries/institutions will be invited to the meetings of the Steering Committee, as necessary, on an ad hoc basis. The Project Steering Committee will meet every three months and other occasions if necessary. 

In particular, the Project Steering Committee will be responsible for the following activities:

            ◦ Monitoring project implementation

            ◦ Providing guidance to Project Manager

For monitoring of project management and activities, the Beneficiary will prepare the monitoring reports to be submitted to National Aid Coordinator (NAC). Besides an Independent Interim Evaluation Team contracted by EC will also prepare Interim Evaluation Report for the evaluation of the project management and implementation.

Contracting Authority 

The Central Finance and Contracting Unit (CFCU) will be the Implementing Agency and will be responsible for all procedural aspects of the contracting matters and financial management (including payments) of the project activities, in accordance with the Decentralised Implementation System (DIS) Manual. CFCU will involve in the Steering Committee meeting as an observer  

Contractor

The Contractor is responsible for the correct performance of all the tasks required in this Terms of Reference, including preparation and delivery of the required reports and deliverables. The Contractor is also responsible for keeping appropriate accounts of finances and expenditures. The Contractor will be required to liaise closely throughout this project with the Contracting Authority and EU Representation in Turkey.

Regular meetings will be held between the Contractor and the Contracting Authority.  

  

European Commission
The European Commission Delegation to Turkey and the funding agency will be involved in the monitoring of the project. ECD will be observer in Steering Committee.

Overall organigram for project implementation responsibility can be depicted as below:
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ANNEX 5

DETAILS PER EU FUNDED CONTRACT

To achieve Result 1:

Component 1:  Identification of EU requirements, best practices and current status of Turkey (Twinning ) 

The first component is designed to identify the requirements, practices, equipments, systems, training models, personnel allocation and selection criteria in EU and the current status of Turkey in these subjects. The duration of this component will be 6 months. The subsequent “components 2 and 3” will be executed after this component has completed. 

a) Assessment and analysis of the EU requirements and best practices

b) Comparative analysis of the best practices of the EU Member State and Turkey

c) Development of a gap analysis and an evaluation report to prepare a road map 

d) Comparative analysis of Turkish basic and expertise training activities ans development of training models

e) Identification of the criteria for personnel selection in the relevant units of EU 

f) To realise these; study visits, workshops and similar domestic activities will be made for related beneficiaries and stakeholders

To achieve Result 2:

Component 2: Strengthening the institutional capacity of organised crime units (Twinning)

This component is designed to recommend or adapt EU requirements for the institutional capacity of the organised crime units in the provinces in order to settle a standard institutional and efficient structure against organised crime. The duration of this component will be 12 months. This component will be executed after the “component 1” has completed but simultaneously with the “component 3”

a) Selection of pilot provinces according to the institutional and organisational models based on EU best practices

b) Training activities for minimum 100 senior staff from different agencies (judge, public prosecutor, gendarmerie etc.) to increase their awareness for the necessity of changes in compliance with EU best practices. 

c) Identification and implementation of the criteria for personnel selection to work in organised crime units.

d) Re-organising of the pilot units according to the road map and the results of the gap analysis of “Component 1”

e) After the succession of the pilot units, development of a plan for dissemination of the practices and implementations of them to the other provinces.

f) To realise these; study visits, workshops and similar domestic activities will be made for related beneficiaries and stakeholders

To achieve Result 3: 

Component 3: Strengthening the technical and investigation capacity of organised crime units (Twinning and Supply)

This component is designed to realise the purchase and installation of proper equipments to strengthen the fight against organised crime and to harmonise the methods, equipments, systems, training activities and models and etc. with EU requirements and best practices. 
Sub-component 3.1  “Training activities to enhance the technical capacity, knowledge and skills of the staff at organised crime units.” (Twinning)

The duration of this sub-component will be 12 months. This component  will be executed after the “component 1” has completed but simultaneously with the “component 2”

a) Re-design of current training models of Turkish basic and expertise training for organised crime 

b) Selection of staff to be trained and giving basic training to minimum 300 staff according to the training models based on EU best practices particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”

c) Selection of 45 staff apart from 300, who have accomplished basic training, and giving expertise training according to the training models based on EU best practices particularly about “video and audio surveillance”, “target tracking systems”, “lawful interception”, “cyber crimes including hi-tech and internet crimes”, “computer and mobile phone forensic inspection”

d) Arrangement of internship in EU for minimum 5 staff 

e) Training of trainers for further training activities after the project has completed.

f) To realise these; training courses, internship arrangements and similar domestic activities will be made for related beneficiaries and stakeholders

	EXPERT
	Quantity
	Unit €
	Unit/Explanation
	Cost €

	Project Leader Allowances (five days per month and one visit per 3 months; 90 days and 6 visits)
	18
	2,500
	Per month / daily allowance, insurance, accommodation, rent, etc. -€300 per day
	45,000

	Resident Twinning Adviser (RTA) Remuneration
	18
	7,775
	Per month / Gross salary, social costs, 6 % *(salary + social costs)
	139,950

	RTA Allowances
	18
	4,445
	Per month / daily allowance, insurance, accommodation, rent, real estate agency fees, etc.
	80,010

	Project preparation
	1
	41,760
	For RTA (working days-fees, flat rate compensation, per diem, return tickets)
	41,760

	Project Co-ordination Costs 
	1
	45,000
	Audit, visibility costs, purchase of small office equipment, working days-fees, flat rate compensation, per diem, return tickets, etc.
	45,000

	Assistants
	18
	1,800
	Per month 
	32,400

	Domestic activities (STE)
	10
	18,000
	Per activity / working days, project management cost, per diem, return plane ticket, etc.
	180,000

	Study visits (maximum 5 staff and 5 days for each visit –minimum 5 visits)
	5
	8,000
	Per activity / per diems, airfare for assistant, internal travel, incidental costs, etc. -€300 per day
	80,000

	Internship arrangement in EU (minimum 5 staff –maximum 30 days)
	1
	45,000
	Per activity / per diems, airfare for assistant, internal travel, incidental costs, etc. -€300 per day
	45,000

	Training of trainers (minimum 10 staff and minimum 10 days)
	1
	15,500
	Per activity / per diems, airfare for assistant, internal travel, incidental costs, etc. -€150 per day
	15,500

	Training of minimum 100 senior staff (maximum 20 staff and 5 days for each training –minimum 5 courses)
	5
	17,000
	Per activity / per diems, airfare for assistant, internal travel, incidental costs, etc. -€150 per day
	85000

	Basic Training of minimum 300 staff (maximum 20 staff and 10 days for each training –minimum 15 courses)
	15
	30,000
	Per activity / per diems, airfare for assistant, internal travel, incidental costs, etc. -€150 per day
	450,000

	Expertise Training of minimum 45 staff (maximum 15 staff and 10 days for each training –minimum 3 courses)
	3
	25,000
	Per activity / per diems, airfare for assistant, internal travel, incidental costs, etc. -€150 per day
	75,000

	Training material (domestic act. + training of trainers + basic and expertise training + senior staff training)
	40
	1,300
	For domestic activities and similar
	52,000

	Interpretation (for 18 months – working days of activities)
	250
	300
	Per day
	75,000

	Translation (domestic act. + training of trainers + basic and expertise training + senior staff training)
	40
	450
	For domestic activities and similar
	18,000

	
	
	
	
	1,459,620

	Contingency
	
	
	
	40,380

	
	
	
	Total
	1,500,000


MS PL (Member State Project Leader): 

The PL should be a high ranking official with broad knowledge of all processes in the area of development and implementation of risk analysis, institutional and operational aspects that the project component  is dealing with; who will continue to work at his/her Member State (MS) administration but devote, some of his/her time to conceive, supervise and co-ordinate the overall thrust of the Twinning project.

The PL will allocate a minimum of 5 days per month including one visit every 3 months to Turkey as long the project lasts. 

a) Qualifications: 

· Broad long-term knowledge of all processes in the area of acquis that the project is dealing with;

· High-ranking official, commensurate with an operational dialogue at vice-ministerial level;

· Overall appreciation of the problems and solutions in the sector;

· Capable of unblocking any problems at highest level;

· Good leadership skills.

· To have sufficient language skills and to spare the necessary time to the project

b) Tasks:

· Overall project co-ordination;

· Co-chairing, with the Turkish PL, the regular project implementation steering committee meetings;

· Mobilizing short- and medium term experts;

· Executing administrative issues (i.e. signing reports, administrative order etc.)

· Budget management.

c)Profile:

· Long-term civil servant from an EU Member State administration;

· Educated and experienced in the field of management and organization 

· At least 3 years working experience in a leading management 

· Very good command of English (oral and written)

· Excellent computer skills (Word, Excel)

RTA:

Qualifications:

· Previous experience in implementing similar missions in other countries 

· Minimum 5 years of experience in combating organised crime preferably in the surveillance field;  

· Fluency in oral and written English;

· Overall appreciation of the problems and solutions in the sector;

· Involved in management of EU funded projects

· Ability to call on short term experts in support of the efficient implementation of the project and the full support at senior levels within Turkey;

· Capable of unblocking any problems at highest level;

· EU Project expertise;

· Multi-agency donor expertise;

· Good leadership skills.

Tasks:

The RTA will be in charge of the Project activities conducted by the project leaders/ partner Member state(s) and under their management in particular:

· Play a key role in the management of the twinning project.

· Monitor the project implementation and propose corrective management actions.

· Support and consultancy on training programmes, technical infrastructure and current trends.

· To plan and coordinate outputs.

· To supervise the short term experts.

· To coordinate and organize study visits, training activities, workshops and public awareness activities in MS.

· To coordinate and organize study visits, training activities, workshops and public awareness activities in MS.

· To ensure proper quality of outputs.

· To provide detailed reports on the impact of the project.

· Assist in the preparation of all strategic project documents [inception study, sector strategy/policy/plan, quarterly monitoring reports, final project report, training manuals etc.]

· Contacts with the Member State administration representatives, respective participating organizations and (via counterpart RTA) Turkish actors engaged in the Project.         

· Coordinating the work of the Member State experts involved in the Project.

· To join the activities in the different places of Turkey accompanying the STE’s where necessary.

· RTA will carry out his responsibility according to the Twinning Manual.

· Budget Management

Analysis expert

a) Experts’ qualifications

· Minimum of 3 years professional experience in their respective field 

· Advanced university degree in a relevant subject; 

· Good written and oral command of English (or other community language);

· Capacity to integrate into a large expert team;

b) Experts’ tasks 

· Development of a  Gap Analysis model for TNP;

· Development of a  Road Map for organised crime in line with EU best practices;

· Coordinating related activities of other experts.

           STE/MTE:

            STE/MTE will be employed as required for each function of training model. These experts will provide the necessary field and operational expertise.
a) Experts’ qualifications

· Minimum of 3 years professional experience in their respective field 

· Advanced university degree in a relevant subject; 

· They should be professionally qualified and have the appropriate experience in the area and subjects that they are selected for.  

· Previous experience of working in other cultures and countries will be an advantage.

· Good written and oral command of English (or other community language);

· Proven contractual relation to public administration or mandated body;

· Capacity to integrate into a large expert team;

· Willingness to work in a different cultural environment.

b) Experts’ tasks 

· To contribute to the project with specialist knowledge in the area of  law enforcement systems and the risk analysis;

· To prepare training course modules;

· Delivery of selected training modules to the officers. 

To achieve Result 3: 

Sub-component 3.2  “Procurement of necessary equipment for the modernisation of organised crime units” (Supply)

The use of modern technologies and equipments at organised crime units is as essential as providing an efficient technical capacity and training courses for them. The increase in organised crime, drug trafficking and illegal migration is leading to new threats. In order to tackle with these new threats, the technical capacity of organised crime units should be enhanced in compliance with EU best practices. The duration of this sub-component is 12 months. It will begin simultaneously with “component 1”

a) Procurement of proper and necessary equipments 

b) Installation of the systems and equipments

c) Training of equipments supplied

Details, description, need assessment and justification for the equipments will be given at annex 7
List of the equipments planned for technical and investigation capacity- All price in Euro:

	Name
	Unit Price
	Number
	Total
	Beneficiary

	Optical Technical Surveillance Devices
	
	
	
	

	Videoscope /Fiberscope
	30,000
	25
	750,000
	TNP

	Videoscope /Fiberscope
	30,000
	25
	750,000
	Gendarmerie

	Digital camera and handheld video camera 

mountable telescopes (with night vision)
	25,000
	20
	500,000
	TNP

	
	
	
	
	

	Hardware and Software  for Organised Crime Units (also for cyber crimes)
	
	
	
	

	Visual Analysis Software
	5,000
	50
	250,000
	TNP

	Laptop Computer 
(Dual Core, min. 2.5 Ghz., 800 Mhz., 6 MB. L2 cache CPU, 2GB DDR2 Ram, firewire, USB and video out interfaces, min. 250 GB. Sata HDD, min. 256 MB. graphic card, bluetooth, 17” LCD monitor, memory card reader for minimum)
	2,000
	22
	44,000
	Gendarmerie

	Desktop Computer 
(Quad Core, min. 3 Ghz., 1333 Mhz., 8 MB. L2 cache, 4 GB DDR2 Ram, firewire, USB and video out interfaces, min. 2x250 GB. Sata HDD, min. 256 MB. graphic card, bluetooth, 19” LCD monitor, memory card reader-for minimum)
	1,500
	34
	51,000
	Gendarmerie

	Handheld Computer (PDA) to be used with vehicle tracking system of Gendarmerie
	1,000
	63
	63,000
	Gendarmerie

	
	
	
	
	

	Detectors for concealed organised crime materials
	
	
	
	

	Contraband Detector
	15,000
	20
	300,000
	TNP

	Narcotic detector
	60, 000
	20
	1,200,000
	TNP

	Portable X-ray or Gamma Ray Device
	30,000
	15
	450,000
	TNP

	
	
	
	
	

	Target Tracking Devices
	
	
	
	

	Plate Recognition System
	9,666
	30
	290,000
	TNP

	Vehicle Tracking Module Compatible with existing Gendarmerie  Vehicle Tracking System                                                                                                                 
	1.100
	86
	94.600
	Gendarmerie

	
	
	
	
	

	Video and Audio Devices
	
	
	
	

	Wireless Transmission Devices on COFDM technology
	40.000
	15
	600.000
	TNP

	Long Range Wireless Video and Audio Transmission System on RF technology
	3,000
	83
	249,000
	Gendarmerie

	
	
	
	
	

	Computer and Mobile Phone Forensic Hardware and Software Sets
	
	
	
	

	Integrated Computer Forensics Software
	650
	48
	31,200
	TNP

	Forensic Mobile Phone Software, Update Pack, Phone Cables Set, SIM Card Reader
	983.3
	48
	47,200
	TNP

	Dijital Evidance Store & Server Kit (64 Workstation + Chassis)  For Forensic Investigation Office
	160,000
	2
	320,000
	TNP

	WLAN Capture Engine system with 3u chassis complete,  includes encryption sw and its portable case model
	55,000
	5
	275,000
	TNP

	1 EB standalone Chassis with 10 FPGA
	75,000
	1
	75,000
	TNP

	1 EB standalone Chassis with 20 FPGA
	130,200
	1
	130,000
	TNP

	Portable Hard Disk (min. 1 TB.)
	500
	30
	15,000
	Gendarmerie

	Hardcopy device
	1,000
	15
	15,000
	Gendarmerie

	TOTAL
	
	
	6,500,000


	


Standard training about the use, maintenance and operation the systems, equipments listed above will be included normally within the purchase without fee. 
The main reason to plan the supply of cyber crime and forensic inspection sets is that there is a massive work density on the central departments as they are the only units having such hardware and software. TNP and Gendarmerie is planning to strengthen some strategic units as regional points to decrease the density on the central departments. This is also a principle of Turkish national strategy document in the section 3.3. , which suggests:
“For more effective use of logistical and technical capabilities, certain provinces with a regional character must be strengthened so as to provide support to the neighbouring provinces.” 

ANNEX 6 – MARKET RESEARCH TABLE FOR THE EQUIPMENTS

	Description of the Item
	Original

Quantity
	Brandnames with Models
	Estimated
Unit Price (€)
	Estimated Cost (€)
	Coııııtr(ies) of Origin

(in order: a, b, c)

	Videscope /fiberscope
	50
	a) Olympus

b) Ultrafine

c) Karl Stroz


	30,000
	1,500,000
	UK
	UK
	Germany

	Digital camera and handheld video camera mountable telescopes (with night vision)
	20
	a-) Pyser SGI – Proms

b-) Minox-DEC 5

c-) Carl Zeiss-DC4
	25.000
	500.000


	UK
	Germany
	Germany

	Analysis Software
	50
	a-) I2 Analyst Notebook

b-) BTT –Visual analysis


	5.000
	250.000
	UK
	Turkey
	

	Laptop computer
	22
	a-) Saturn/earth ltd. GmbH

b-) Epoka Group

c-)Advantech
	2,000
	44,000
	Germany
	Denmark
	Nether

Lands

	Desktop computer
	34
	a-) Saturn/earth ltd. GmbH

b-) Epoka Group

c-)Advantech
	1,500
	51,000
	Germany
	Denmark
	Nether

Lands

	Handheld Computer (PDA) to be used with vehicle tracking system of Gendarmerie
	63
	a-) Unitech

b-) Epoka Group

c-)Advantech
	1,000
	63,000
	Netherlands
	Denmark
	Nether

Lands

	Contraband Detector
	20
	a-) Sea Duelman-Radreflex

b-)VanGuard-Merlin

c-) E2Sec-mp600
	15,000
	300,000
	Germany
	Germany
	France

	Narcotic detector
	20
	a-)Scintrex-N2000

b-)Smith-Sabre 4000

c-)Ge Ion-VapourTracer2
	60, 000
	1,200,000
	France
	UK/ France
	UK

	Portable X-ray or Gamma Ray Device
	15
	a-)Id security X-ray generator

b-)Saic RTR4

c-)Scanna-Scantrak


	30,000
	450,000
	Belgique
	UK
	UK

	Automatic Plate Recognition System
	30
	a-) Proksima – Platasis

b-) Alfabim – Alfabim PTS

c-) Remington – Elsag
	9,666
	290,000
	Turkey
	Turkey
	Italy

	Vehicle Tracking Module Compatible with existing Gendarmerie  Vehicle Tracking System
	86
	a)Microdis ATS

b)Arvento ATS

c) BEA GPS
	1.100
	94.600
	Turkey
	Turkey
	Italy

	Wireless Transmission Video Surveillance Systems
	15
	a-)Cobham Avionics - Domo

b-) Enterprise control systems

c-) Udea


	40.000
	600.000
	Germany
	UK
	Turkey

	Long Range Wireless Transmission Modules
	83
	a)Eskan Elect.

b)Shield Sec.

c)CTE
	3.000
	249.000
	UK
	UK
	Italy

	Integrated Computer Forensics Software
	48
	-X-Ways Forensic

-MD5, Prodiscover

-SalvageData
	650
	31,200
	Germany
	UK
	UK

	Forensic-Mobile Phone Hardware and Software.(update pack, phone cables, sim card reader)
	48
	-Mobile Edit Forensic

-Cellebrite Mobile Forensic

-Aceso mobile forensic
	983.3
	47,200
	Czech Rep.
	Israel
	UK

	Dijital Evidance Store & Server Kit (64 Workstation + Chassis)  For Forensic Investigation Office
	2
	-Hp – Blade Workstation Kit

-Sun – Blade

Workstation
	160,000
	320,000
	UK
	Germany
	

	WLAN Capture Engine system including encryption software and custom portable case
	5
	-AC-wlan-14

-Charlton network

-Lancom Systems GmbH
	55,000
	275,000
	Sweden
	UK
	Germany

	1 EB standalone Chassis with 10 FPGA
	1
	-Encryption

Buster 10

-Epoka Group

-HP
	75,000
	75,000
	Sweden
	Denmark
	UK

	1 EB standalone Chassis with 20 FPGA
	1
	-Encryption Buster 20

-Epoka Group

-HP
	130,000
	130,000
	Sweden
	Denmark
	UK

	Portable Hard Disk (min. 1 TB.)
	30
	-HP

-Unitech

-Epoka Group
	500
	15,000
	UK
	Netherlands
	Denmark

	Hardcopy device
	15
	-SalvageData

-X-Ways Forensic
	1,000
	15,000
	UK
	Germany
	


ANNEX 7 – NEED ASSESSMENT OF THE EQUIPMENTS

In the need assessment it is pointed out that:

· Turkey has very long borders inevitably subject to smuggling and other organised crime activities. 

· Organised crime and smuggling suspects perform their activities in protected or remote areas where security forces can not go close enough

· If the teams are ever detected by the suspects, all the efforts of the security forces, the safety of the operation, the probable evidences are inevitably wasted. 

· If the teams are ever detected by the suspects, these criminals are not people who will hesitate to attack to the teams.

· The provincial units which fulfil the operations against organised crime and smuggling have notified the central departments that they are in need of such devices.

· According to the given statistical data in the need assessment about operations, it should be accepted that human efforts without use of technology is not enough.

· The central departments of TNP and Gendarmerie are the units which are responsible to identify, evaluate and decide what systems and equipments are needed during operations. Not only do they inspect what other law enforcement agencies utilise in the operations but also make research and development to improve the efficiency of the operations.

· If the systems and equipments of other agencies’ in the EU or the leading countries are inspected, it can be seen that the devices this project has, are the ones usually used by these countries’ teams in the operations. 

More details are presented below:

The organised crime activities performed by the criminals in Turkey not only lead internal problems but also lead a cross border impact on other countries, primarily EU. The less such crimes are identified and prevented in Turkey, the more destructive impacts of organised crime will appear in Europe. Through the statistical data that will be given in this assessment is clearly going to reveal that the unidentified, uncovered, undiscovered organised crime materials have directly access to Europe, especially illicit drug and human trafficking.

Turkey has thousands of kilometers borders and have plenty of areas full of barriers, mountains, rough climate conditions which constrains to take these borders under control. It can be assessed as impossible to check all these borders by human factor and will certainly not be logical. Day by day, it is becoming more essential to use technology to prevent crimes related to illegal border crossing and provide the security of borders. Turkey is mainly subject to illicit drug and human trafficking and also weapon and ammunition smuggling. To have a better point of view, the length of the Turkey borders has been written below: 


Bulgaria
269  
km. 


Greece

203 
km. 


Syria

911 
km.


Iraque

384
km. 


Iran

560 
km.


Azerbaijan
18 
km.


Armenia
328
km.


Georgia
276 
km. 


Total Land Borders

2.949 km. 


Total Sea Borders

7.816 km. 

The provinces of Turkey with land borders:

Kırklareli, Edirne, Artvin, Ardahan, Kars, Iğdır, Ağrı, Van, Hakkari, Şırnak, Mardin, Şanlıurfa, Gaziantep, Kilis, Hatay 

The provinces of Turkey with sea   borders:

Adana, Mersin (İçel), Antalya, Muğla, Aydın, İzmir, Balıkesir, Çanakkale, İstanbul, Kocaeli, Bursa (not a border one but a focusing point for smuggling/organised crime as an industrial area), Sakarya, Düzce, Zonguldak, Kastamonu, Sinop, Samsun, Ordu, Giresun, Trabzon, Rize

The land borders are mainly subject to drug, human, weapon and ammuniton smuggling while as sea borders are more subject to petroleum/oil, human and drug smuggling. There are border gates in some of these provinces such as İzmir, Edirne, Artvin, Ardahan, Şırnak and etc..but the statistics that will be given below also will indicate that Turkey has to cope with illegal crossing of the smuggling materials through borders where there are no gates, as well as the ones from the legal crossing points.

It can be observed that some other neighbouring countries, which are profoundly effected from drug smuggling, take some precautions such as building high walls or digging deep trenches at the border lines. It should be accepted that technology, in view of its rapid development, will lead more effective precautions other than these ordinary ones.

Even though it is not the direct duty of Turkish National Police to protect the borders, it is seen very essential that the organised crimes as human smuggling, illegal immigration, drug and weapons smuggling, which have not been prevented by the declared reasons above, be taken care of before they are out of the lines of the provinces located near to / at the borders, especially by means of controlled delivery operations

Apart from the cross-border impact of organised crime, these crimes also pose a major threat to the internal security and public order of the country, which leads fear and horror at the citizens and declines their cooperation against such crimes. 
In order to cope successfully with these crime activities special investigation methods such as informants, undercover agents and technical surveillance should be utilised as well as standard investigation methods. This analysis will deal with the assessment of the equipments and systems envisaged for the strengthening the capacity for using the special investigation methods, especially physical and technical surveillance.
The tools and methods below will be utilised to determine the needs of Turkish National Police in terms of organised crime:

1. Describing the current status for the need

2. Statistical data especially about drug smuggling  and other organised crime types

3. The demands via formal correspondence done by the organised crime units and the demands done via forms on our intranet web site

4. The  demands expressed at the regional meetings 

5. The demands expressed during the periodical supervision checks of the organised crime units

6. The systems and devices determined during the visits to other countries’ police forces such as United Kingdom, Germany and etc.

7. The description of the equipments and the assessment of the needs.

Current Status

Turkey, as for its geographical location, is as a bridge and one of the gates of Asia, Middle East, even frontier Africa and Arabian peninsula leading to Europe. As well as our country has a function to join all these different cultures at common points, it is inevitably a transit and target country for cross-border crimes and smuggling activities.  

These bring forth a heavy responsibility for Turkey. Despite its developing economic status, Turkey, for the prevention of probable harms against to the neighbouring countries and itself, has to protect its kilometres long sea and land borders, prevent crime activities through borders, strengthen the fight against these activities. It will not be so logical to assume that Turkey could handle this fight alone itself. For this reason, Turkey is determined to take or give support to every step taken by organisations such as European Union, United Nations and other national or international ones.

The main structure in Turkey for this fight can be summarised as below:

Turkey has four main institutions for the fight against border-related crimes, smuggling and organised crime activities. These are Turkish National Police, Gendarmerie, Customs Undersecretary and Coast Guard. These institutions carry out their duties at the areas they are authorised for, with the coordination of Ministry of Interior and Ministry of National Defence. Customs;  carry out their duty on the customs area (all the land area of Turkey has been accepted as the customs area), the police; on the area of where Gendarmerie are not authorised and also in cities and counties, Gendarmerie; on the area where Police are not authorised and especially in the rural areas, Coast Guard; on the territorial sea. Especially, Turkish National Police and Gendarmerie has organised crime units in the 81 provinces of Turkey. 

These organised crime units are all linked to the central departments which work to supply the needs of the provinces and endeavour to provide the units with a standard level and technical capacity. This effort brings forth a responsibility for a institutional development and change,    following-up the needs of the units and giving periodical training courses. 

It is a tiresome process and can not be achieved easily without support to harmonise all the 81 provinces into the same requirements and strengthen their capacity up to same level. Consequently, all the supportive contributions from the organisations like EU or UN make a significant addition to the efforts.

For the current status of the units, it can be stated that there is a severe lack of necessary equipments, need for the update or upgrade of present equipments, need for the provision of new models and technologies, an obligation to enhance the knowledge and skill level of the personnel of the organised crime units. Especially the capacity of the organised crime units near to / at the border should be as an iron gate against the smuggling activities and border-related crimes. This inevitably big and dispersed structure should reach into the specific requirements and the capacity. The personnel should be trained/educated, the lack of the necessary equipments should be overcome, progressive and effective training courses should be arranged.

Despite some lacks and insufficiency of the capacity, Turkey has been paying severe attention to minimise the bad effects of such crimes to its neighbouring countries, especially EU by making huge amount of seizures. These efforts should be increased and supported.

Statistics

Below, the statistical data displaying the rates and number of crimes, substances related to crimes have been given. It can be seen that the materials other than controlled delivery ones, which can not be seized at the border provinces seem to be seized at the border provinces before access to Europe.  

a-) The comparative data about the seizures made by Turkey and all of the EU countries except UK: 

Table 1: The comparision of seizures made by Turkey and all of the EU countries except UK

[image: image1.emf]
The Afghan heroin reaches to its destination point by crossing over 20 countries over the Balkan Route including Turkey. As seen at the graphic, the amount of the seizures made by Turkey is more than the total of all European Union countries except UK. 
  Despite the lacks and insufficiency at the capacity (training, equipments, qualified personnel etc.), Turkey carries out its fight with success with the determination, stability and operational experience and skills.  

It can be assumed that there is an incline at the seizure levels in the EU countries while as there is a decline at Turkey. After the year 2002, it is seen that there is an progressive incline at the seizures of Turkey and in parallel a decline at the seizures of EU countries. The decline at EU is not so sharp, which can be a result of the trend for the use of different routes other than the Balkan route.

The reasons for the incline of success of Turkey can be outlined as taking requisite steps for the strengthening of technical capacity, the provision of new systems and equipments, improving the knowledge and skills of the personnel by means of its own projects and EU projects.

Table 2: Amount of the heroin seizures made by Turkey among years 

[image: image2.emf]
Table 3 : The distribution of heroin operations among the provinces. 

	NO 
	PROVINCES
	AMOUNT(KG)

	1 
	ISTANBUL 
	4685

	2 
	VAN 
	1110

	3 
	EDIRNE 
	491

	4 
	HAKKARI 
	322

	5 
	MALATYA 
	280

	6 
	GAZIANTEP 
	235

	7 
	KOCAELI 
	212

	8 
	AKSARAY 
	207

	9 
	BITLIS 
	189

	10 
	DIYARBAKIR 
	172

	11
	OTHER
	1175


The biggest amount of seizures has been made in Istanbul, Edirne, Van, Hakkari because many operations have commenced or ended in these provinces. Through these data, it can be commented that there is a traffic of heroin from Iran  to EU over Turkey and Turkey is inevitably a transit and a target country for heroin. 

b-) The provinces which have the most amount of morphine seizures in the year 2007:

Table 4: Amount of morphine seizures in 2007 

	NO 
	PROVINCES
	AMOUNT(KG)

	1 
	HAKKARI 
	21

	2 
	VAN 
	6

	3 
	ANKARA 
	2


The 93 % of the seizures have been made in the Van and Hakkari provinces which have a border line with Iran. 

c-) The provinces which have the most amount of cocaine seizures in the year 2007:

Table 5: the amount of cocaine seizures in 2007 

	NO 
	PROVINCES
	AMOUNT(GR)

	1 
	iSTANBUL 
	100257

	2 
	ANKARA 
	4363

	3 
	KOCAELi
	3491

	4 
	KiLiS 
	1322

	5 
	HATAY 
	1019

	6 
	iZMiR 
	891

	7 
	ANTALYA 
	646

	8 
	MERSiN 
	453

	9 
	BURSA 
	265

	10 
	ADANA 
	239

	11
	DİĞER 
	604


It can be seen that there is a traffic of cocaine in the provinces, having land or sea border line such as İstanbul, Kocaeli, Kilis, Hatay, İzmir, Antalya, Mersin, Bursa, Adana.  

d-) The provinces with the most amount of hashish seizure in 2007:

Table 6: 2007 seizure amounts of hashish  
 

	NO 
	PROVINCES
	AMOUNT(KG)

	1 
	DiYARBAKIR 
	2700

	2 
	iSTANBUL 
	2408

	3 
	VAN 
	2072

	4 
	HATAY 
	716

	5 
	iZMiR 
	712

	6 
	ANKARA 
	544

	7 
	KONYA
	 266

	8 
	MERSiN 
	251

	9 
	K.MARAŞ 
	236

	10 
	MANiSA
	 224

	11
	OTHER
	3310


The most amounts of hashish seizure appeared in the provinces that has land or sea borders. These provinces can be listed as İstanbul, Van, Hatay, İzmir, Mersin, K. Maraş. Other provinces are the ones on the exit routes of border provinces.

e-) The provinces with the most seizure of captagon in the year 2007:

Table 7: The amounts of captagon seized in 2007 
 

	NO 
	PROVINCES
	AMOUNT(TABLET)

	1 
	HATAY
	6.719.100

	2 
	İSTANBUL 
	470.676

	3 
	ŞIRNAK 
	142.645

	4 
	GAZİANTEP 
	120.019

	5
	 KİLİS 
	1.240

	6 
	OSMANİYE 
	18

	7 
	KONYA 
	11

	8 
	ADANA 
	10

	9 
	DÜZCE 
	1


The 93.4  % amount of the captagons has been seized in 2007 in the provinces Gaziantep, Kilis, Hatay and Şırnak, which has border line with Syria.  

f-) The provinces with the most amount of ecstasy seized in 2007:

Table 8: The amounts of ecstasy seized in 2007 
 

	NO 
	PROVINCES
	AMOUNT(TABLET)

	1 
	iSTANBUL
	 856.028

	2 
	iZMiR 
	46.524

	3 
	ANKARA 
	20.641

	4 
	ADANA 
	11.890

	5 
	GAZiANTEP 
	8.678

	6 
	BURSA 
	7.230

	7 
	ANTALYA 
	6.564

	8 
	ESKiŞEHiR 
	4.819

	9
	DiYARBAKIR 
	4.773

	10 
	BiLECiK 
	4.406

	11
	OTHER
	36.004


It is seen that provinces with land or sea border lines, such as İstanbul, İzmir, Adana, Gaziantep, Bursa, Antalya, appear to be leading provinces in the amounts of ecstasy seized. The other provinces are also the ones on the route or between of these  provinces.

g-) The methods applied for the drugs seized in 2007:

Table 8: Methods Applied  
 

[image: image3.emf]
Turkey’s law enforcement forces, which are responsible for the fight against smuggling and organised crimes has gained a considerable success at their fight by developing risk profiles, utilising analysis software and improving their knowledge and skills. These systems and equipments which have been provided by national budget and especially EU funds (TADOC Bidem Risk Profiles Training Course, Analyst Notebook I2 software, central server systems and huge data pools) have contributed to directly head for the risky groups, figure out the hierarchic structure of the criminal organisation by means of analysis methods and be much more selective at the targets.

h-) The amounts of the seizures in 2007 made by Turkish National Police, Gendarmerie, Customs and Coast Guard 

Table 9: The amounts of the seizures of the institutions  

	SUBSTANCE
	POLICE
	GENDARMERIE

	
	OPERATION
	SUSPECTSİ
	AMOUNT
	OPERATION
	SUSPECTSİ
	AMOUNT

	HASHISH
	8361
	17864
	13439 KG
	2726
	4523
	18221 KG

	HEROIN
	951
	2579
	9078 KG
	127
	291
	2176 KG

	MORPHINE BASED
	2
	3
	29 KG
	3
	6
	140 KG

	OPIATS
	51
	78
	519 KG
	4
	10
	2 KG

	COCAINE
	343
	886
	114 KG
	75
	122
	2 KG

	ACETIC ANHYDRIDE
	2
	6
	13303LT
	3
	7
	220 LT

	SYNTHETIC PHARMACEUTICALS
	168
	267
	114.389 TAB.
	19
	24
	3508 TAB.

	CAPTAGON
	23
	118
	7.453.720 TAB.
	9
	19
	155607 TAB.

	ECSTASY
	687
	1659
	1.007.557 TAB.
	95
	195
	25002 TAB.

	TOTAL
	10588
	23460
	
	3061
	5197
	


	SUBSTANCE
	CUSTOMS
	
	
	COAST GUARD
	
	

	
	OPERATION
	SUSPECTSİ
	AMOUNT
	OPERATION
	SUSPECTSİ
	AMOUNT

	HASHISH
	4
	9
	183 KG
	4
	4
	472 GR

	HEROIN
	22
	45
	1974 KG
	
	
	

	MORPHINE BASED
	
	
	
	
	
	

	OPIATS
	10
	15
	264 KG
	
	
	

	COCAINE
	
	
	
	
	
	

	ACETIC ANHYDRIDE
	
	
	
	
	
	

	SYNTHETIC PHARMACEUTICALS
	1
	1
	41.250 TAB.
	1
	1
	11 TAB

	CAPTAGON
	
	
	
	
	
	

	ECSTASY
	1
	2
	15.000 TAB.
	
	
	

	TOTAL
	38
	72
	
	K
	C
	


Through these data, it can be assumed that an intensive amount of work is concentrated on the police and the gendarmerie because of the substances subject to illegal border crossing more than legal one. To strentghen the capacity of the organised crime units near to/ at the border in terms of illegal crossing as much as the legal one, will positively influence the efforts made for the fight. 

i-) The amounts of weapons and ammunition smuggling seized in 2007 

Tablo 10: The amount of weapon and ammunition smuggling seized among provinces.  
 

[image: image4.emf]
As seen above, the provinces having sea or land border lines are the leading provinces in the smuggling of weapons and the ammunition. These provinces with land or sea border can be listed as Mardin, Şanlıurfa, İstanbul, Van, Bursa, Adana, Hakkari, Rize, Trabzon, İzmir, Gaziantep, Antalya, Giresun, Mersin, Kocaeli, Samsun.

i-) The amounts of human smuggling in the year 2007:

Table 10: The amounts of human smuggling among the years  
 

[image: image5.emf]
In line with these statistics, it can be assessed that law enforcement forces severely are in a need to have data pools such as Automatic Plate Recognition System, Face Recognition System, DNA database, fingerprint database to make queries or analysis. The confronting question hereby is, to what extent these beneficial systems can be established among all the 81 organised crime units. It is seen essential to establish systems working with the principle of server and clients or at least establish the systems to work locally which can be entegrated to the central server systems later in the future. 

Even the systems working locally bring forth the advantage of providing experience and knowledge to the personnel, which enable them get accustommed to the new server-client type big systems. 

Appearantly, it is a necessity to strengthen the capacity of all the border provinces, improve their knowledge and skills and eliminate the insufficiency of the relevant equipments for the fight against border related organised crimes both for legal crossing and illegal crossing.

In parallel to all these, formal correspondence has been made with the organised crime units demanding their assessment for their needs especially in regard to the operations held by them. The needs are not only identified by these above but also are determined by means of periodic regional meetings or the supervision checks of the organised crime units. The correspondence about these are confidental as well and haven’t been annexed here either.

By supervision checks of the units, the current status and the activities for the fight against organised crime and smuggling are supervised, their performance is assessed, the lack of equipments or the usage level of the equipments provided previously is evaluated.

DEMANDS VIA FORMAL CORRESPONDENCE  / INTRANET WEB FORM

It should be in mind that the organised crime units have demanded much less than they need due to the limitations of the annual budgets. For instance İstanbul Narcotic Crimes Directorate has about 60 field teams but has demanded limited number of equipments even though they need and deserve much more. 

Another point is that the relevant bureaus of the organised crime units which are responsible for the determination of the needs are not as competent as the staff in the central departments in Ankara who are responsible for the identification of the needs of the organised crime units. To be honest, if the provinces were not reminded of the limited budget shares and the staff were more experienced and sophisticated or informed about the equipments, the demands would have been much more realistic and higher. 

The allocation and the establishment of the devices supplied with the project will be performed according to the statistics revealing the need for enhancing the fight against organised crime particularly illicit drug and human trafficking.

1-) Videoscope /fiberscope 

2-) Telescopes which can be mounted digital camera with image intensifier night vision adaptors   

3-) Analysis Software 

4-) Laptop Computer 

5-) Desktop Computer (this equipment exists in the the units, but more is needed )

6-) Handheld Computer (PDA) to be used with vehicle tracking system of Gendarmerie

7-) Contraband  Detectors

8-) Narcotic detector

9-) Portable X-ray or Gamma Ray Device

10-) Automatic Plate Recognition System (APRS)

11-) Vehicle Tracking Module Compatible with existing Gendarmerie  Vehicle Tracking System 

12-) Wireless Transmission Devices on COFDM technology 

13-) Long Range Wireless Video and Audio Transmission System on RF technology

14 -) Computer and Mobile Phone Forensic Hardware and Software Sets

1-) The provinces which have demanded “Videoscope /fiberscope” :

	NIGDE
	1

	USAK
	1

	Alanya Grup Amirligi
	1

	KOCAELI
	1

	AGRI
	1

	AFYON
	1

	BURDUR
	1

	ARDAHAN
	1

	BOLU
	1

	TRABZON
	1

	BATMAN
	1

	KONYA
	1

	Yüksekova Grup Amirligi
	1

	SAMSUN
	1

	ICEL
	1

	NEVSEHIR
	1

	KIRIKKALE
	1

	HAKKARI
	1

	ANKARA
	6

	Fethiye Grup Amirligi
	1

	ERZINCAN
	1

	ELAZIG
	1

	ISTANBUL (NARKOTIK)
	1

	VAN
	2

	AMASYA
	1


Total : 31

2-) The provinces which have demanded “Digital camera and handheld video camera mountable telescopes (with night vision)”:

	IZMIR
	4

	KIRIKKALE
	1

	KIRKLARELI
	1

	KOCAELI
	3

	MARDIN
	1

	MUGLA
	1

	NEVSEHIR
	1

	NIGDE
	1

	SIIRT
	1

	SINOP
	1

	TOKAT
	1

	USAK
	2

	VAN
	2

	ISTANBUL 
	4

	HAKKARI
	3

	ICEL
	1

	IGDIR
	1

	BATMAN
	1

	ANKARA
	3

	AMASYA
	1

	ALANYA GRUP AMIRLIGI
	1

	AFYON
	1

	YUKSEKOVA GRUP AMIRLIGI
	1

	KONYA
	1

	EDIRNE
	1

	BURSA
	1


Total : 40

3-) The provinces which have demanded “Analysis Software”: 

This need is determined as essential by the central department for organised crime, TNP. The justification/ assessment has been presented in the description part of this need analysis. 

4-) The provinces which have demanded “Laptop Computer” 

This need is determined as essential by the central department for organised crime, Gendarmerie. The justification/ assessment has been presented in the description part of this need analysis. 

5-) The provinces which have demanded “Desktop Computer” 

This need is determined as essential by the central department for organised crime, Gendarmerie. The justification/ assessment has been presented in the description part of this need analysis. 

6-) The provinces which have demanded “Handheld Computer (PDA) to be used with vehicle tracking system of Gendarmerie”

This need is determined as essential by the central department for organised crime, Gendarmerie. The justification/ assessment has been presented in the description part of this need analysis. 

7-) The provinces which have demanded “Contraband Detectors” :

	ARDAHAN
	1

	ISTANBUL 
	3

	KIRIKKALE
	1

	KOCAELI
	3

	NEVSEHIR
	1

	SANLIURFA
	1

	USAK
	2

	VAN
	2

	EDIRNE
	2

	ELAZIG
	1

	GAZIANTEP
	1

	HAKKARI
	1

	ICEL
	1

	IGDIR
	1

	BATMAN
	1

	BINGOL
	1

	BITLIS
	1

	ANKARA
	1

	DUZCE
	1

	Yüksekova Grup Amirligi
	1


Total : 27

8-) The provinces which have demanded “Narcotic Detectors” :

	ARDAHAN
	1

	ISTANBUL 
	3

	KIRIKKALE
	1

	KOCAELI
	3

	NEVSEHIR
	1

	SANLIURFA
	1

	USAK
	2

	VAN
	2

	EDIRNE
	2

	ELAZIG
	1

	GAZIANTEP
	1

	HAKKARI
	1

	ICEL
	1

	IGDIR
	1

	BATMAN
	1

	BINGOL
	1

	BITLIS
	1

	ANKARA
	1

	DUZCE
	1

	Yüksekova Grup Amirligi
	1


Total : 27

9-) The provinces which have demanded “Portable X-ray or Gamma Ray Device”
This need is determined as essential by the central department for organised crime, TNP. The justification/ assessment has been presented in the description part of this need analysis. 

10-) The provinces which have demanded “Automatic Plate Recognition System”
This need is determined as essential by the central department for organised crime, TNP. The justification/ assessment has been presented in the description part of this need analysis. 

11-) The provinces which have demanded “Vehicle Tracking Module Compatible with existing Gendarmerie  Vehicle Tracking System” 

This need is determined as essential by the central department for organised crime, Gendarmerie. The justification/ assessment has been presented in the description part of this need analysis. 

12-) The provinces which have demanded “Wireless Transmission Devices on COFDM technology”

	TOKAT
	1

	TRABZON
	1

	USAK
	4

	VAN
	3

	EDIRNE
	1

	GIRESUN
	1

	HAKKARI
	1

	Hopa Grup Amirligi
	1

	ICEL
	1

	ISPARTA
	1

	ISTANBUL (MALI)
	3

	BITLIS
	2

	BURDUR
	1

	BURSA
	2

	Ceyhan Grup Amirligi
	1

	DIYARBAKIR
	8

	AYDIN
	2

	Yüksekova Grup Amirligi
	4

	KONYA
	3

	ADANA
	1

	AFYON
	1

	AKSARAY
	1

	AMASYA
	3

	ANKARA
	9

	ANTALYA
	1

	ISTANBUL (NARKOTIK)
	7

	ISTANBUL (ORGANIZE)
	1

	IZMIR
	5

	KAHRAMANMARAS
	2

	KARABUK
	1

	KILIS
	2

	KIRIKKALE
	1

	KIRKLARELI
	1

	KOCAELI
	3

	MARDIN
	1

	NEVSEHIR
	1

	NIGDE
	1

	ORDU
	1

	SIIRT
	4

	SINOP
	1


Total : 89

13-) The provinces which have demanded “Long Range Wireless Video and Audio Transmission System on RF technology”
This need is determined as essential by the central department for organised crime, TNP. The justification/ assessment has been presented in the description part of this need analysis. 

14 -) The provinces which have demanded “Computer and Mobile Phone Forensic Hardware and Software Sets”

This need is determined as essential by the central department for organised crime, TNP. The justification/ assessment has been presented in the description part of this need analysis. 

DESCRIPTION AND ASSESSMENT OF THE SYSTEMS AND EQUIPMENTS 

1-) Videscope /fiberscope

These devices are beneficial devices especially to check the difficult areas of the vehicles, containers, fuel tanks for concealed smuggling materials especially illicit drugs and human beings.

A videoscope is a device which has four main parts. These are; optic tip, insertion tube, remote command panel and processor unit, light source. Optic tip consists of a CCD camera with diameters such as  3mm or 6 mm, which are suitable for the inspection of areas by entering from small holes.

Insertion tube is a tungsten braided and 2 or 3 meters long tube, which enables the inspection of far and narrow distances through small holes. The user pushes the tube in the hole and the bending neck of the tube provides an articulation with angles about 1000 at two or four ways. 

Remote command panel controls the moves of the bending neck of the tube, articulates the optic tip to different ways with various angles, providing an efficient inspection of the area. At the same time, the images from the optic tip are transferred to the processor unit (in some models tiny computers) and recording, viewing, downloading, uploading and etc.. of the images becomes available for the user. 

Light source provides the required light for the inspection area. This is either an integrated part of the processor unit or a separated item which connects to the videoscope or fiberscope in the remote command panel. 

Fiberscopes are devices with similar parts only excluding the processor unit or computer. Fiberscopes have oculars to directly see the images through oculars. Another differecence is that the insertion tube of fiberscopes is made of fiberoptic cables and the optic tip does not have a CCD camera but has a optic lens which transfers the images over fiberoptic cables. 

Organised crime units have only a limited number of videoscopes in strategic provinces and fiberscopes in provinces which are most influenced by organised crime. However, the number of fiberscopes is not that high, it is about 30. This situation is similar for gendarmerie and the main disadvantage for both agencies is that these videoscopes or fiberscopes have an old technology of 5-6 years back. There is a need for updating or upgrading the existing devices in the units.

This system consists of a videoscope or fiberscope, connection cables, batteries for mobile use, carrying case, light source. It is a portable system.  

The main goals of the system are; detecting the smuggling materials or human beings subject to illicit trafficking, recording evidence images, problems, having proper evidence which can not easily be rejected by the target groups, good communication and viewing of the operation time and area.. The system is a beneficial system which will compensate itself in a short time. 

2-) Telescopes which can be mounted digital camera with image intensifier night vision adaptors: 
These devices are also named as “digiscoping devices”. Digiscope means scope with digital recording. These devices are composed of a scope with tele-zoom like 20-60x and digital camera or a camera eye-piece to record the scene at zoom level. There are different types of digiscoping devices. One type consists of the scope and digital camera seperatively and other type consists of a scope but a camera eyepiece instead of a digital camera. At the first type an adaptor is needed to attach the camera to the scope. At the second type the camera eyepiece acts as if a digital camera. Both devices enable the users to observe kilometres far away.

The advantage of these devices is not only to observe very far distances but also is to use these devices at ambient light and night time by means of night vision adaptors that can be attached to the device. As an alternative, there are tele-zoom high resolution digital camera lenses for long ranges, however these tele-zoom lenses are satisfactory up to one or two kilometres. Digiscoping devices provide longer ranges and are much cheaper than tele-zoom lenses.  

The disadvantage of these devices is the difficulty of stabilising the image of the scene at high zoom levels. To overcome this problem, the device shall be used together with a strong tripod preferably a motorised PT (pan tilt) one. The focus and zoom settings shall also be set in a motorised way by a remote command. These devices are seen as essential especially for the remote observation of drug and human smuggling.

The system consists of the device itself, a tripod, night vision adaptor, remote control for focus and zoom setting of the device, connection cables, carrying case and other necessary items.

The operation of the system is easy after a short training. The main goals of the system are; detecting the smuggling activities and related targets, recording or taking snapshots of the crime activities from far away, gathering proper evidence. The system is a beneficial system which will compensate itself in a short time. 

3-) Analysis Software :
In some of our units I2 Analyst Notebook analysis software is being used and this software proved its quality and benefits up to now very apparently. There have been many organised crime groups whose all hierarchic structure, relations and so have been identified and revealed by means of this software. 

Turkey attempts to establish a city security system named as MOBESE II in 42 provinces, which will have hundreds of cameras viewing the cities and also plate recognition systems. There are other ongoing or accomplished projects which make up huge data pools. It can easily be estimated that there might be plenty of crimes which can not be detected or discovered with the current efforts made by insufficient resources and personnel number.

These data pools have millions of records which extremely needs detailed analysis to fiind out about the probable and uncovered crimes. However, analysis software with such features and capability is inevitably expensive so only a limited number has been supplied in the previous years especially by EU funds. Nevertheless, analysis software is one of the most valuable softwares for the fight against organised crime and smuggling. This software should be provided for the provinces/units. It will compensate itself in a short time and lead many important operations against such crimes.

4-) Laptop Computer and  
5-) Desktop Computer

Provision of high configuration and powerful computers to enable the users responsible of forensic analysis to connect central servers and make the processes and also provision of notebook computers for mobilised working is planned. 

6-) Handheld Computer (PDA) to be used with vehicle tracking system of Gendarmerie 
Will be described within “Vehicle Tracking System” below at item 11

7-) Contraband  Detectors: 
As known, dedector dogs are very keen on discovering the concealed contraband or drugs. However, such a dog requires for a very attentive care and conservation. The morale, healthiness, caring and conservation of the dogs,  high costs for these encourages us to utilise the technology as well as the dogs.
Nevertheless, it is a fact that even the most technologic devices can not substitute the dogs in scope of their highly sensitive noses and technologic devices are more probable for false alerts. 

Contraband detectors are devices to detect contraband materials especially in places like tires, containers, fuel tanks etc. Without dismounting or disassembling these parts. The technology used is to transmit magnetic waves and analyse the incoming reflects to detect the contraband. The device is moved on the surface of the suspected area slowly and if any change happens in the density of the inspected part, the device alerts the user. There are different types of waves used such as Barium-based or microwaves.

The advantage of these devices is to detect contraband materials which are concealed and at places where dogs can not reach or difficult to disassemble. These contraband materials vary from drugs, weapons, ammunition to human beings. The disadvantage of these devices is their being sensitive structure which requires attention at use otherwise needs a maintenance at its factory. Other important point is that a good calibration has to be set before the use of the device for proper results. 

With these in mind, it is known that these devices proved their success and efficiency since they are being utilised successfully by the Undersecretary of Customs. These devices are especially planned for search and checks on the road check points in the provinces. 

These devices have a high cost but not too high as for the benefits they present. A limited number of contraband detectors can be purchased and allocated to the determined regional centre provinces but it will not be very reasonable to wait for the detector to arrive from another province to the other one which needed the device. It is seen much more profitable and logical to provide at least one device for all the provinces in the border line and for the strategic provinces of organised crime.
The system consists of the device itself, telescopic arms, connection cables, carrying case and other necessary items.

The operation of the device is easy after a short training. The main goals of the device are; detection and analysis of the suspected substances, the control of the places easily where the dogs can not reach, strengthening the fight against drugs. It is a device the units are in need which can compensate itself in a short time. 

8-) Narcotic detector 
As known, dedector dogs are very keen on discovering the concealed contraband or drugs. However, such a dog requires for a very attentive care and conservation. The morale, healthiness, caring and conservation of the dogs,  high costs for these encourages us to utilise the technology as well as the dogs.

Nevertheless, it is a fact that even the most technologic devices can not substitute the dogs in scope of their highly sensitive noses and technologic devices are more probable for false alerts. Narcotic detectors are devices which analyse and detect narcotic substances by odour or gas molocules. They cost a few dogs’ total but in scope of all other costs like caring, conservation, food etc., costs can be admitted as equivalent. 

This device is a one hand-held portable device which can gather the samples on the field, analyse them and prepare the results without need to additional analysis of the sample in a more complicated device or a lab. It will be very beneficial at the points where the dogs can not reach and the ones which can not be inspected without dismounting or disassembling the related parts.

Even there are risk profiles for a selective search, there are many points which the teams do not have much opportunity to check or search the vehicles due to the intensive work periods. These devices will simplify the checks with its portability and ease of use. The fear of dogs of some people also should be considered. 

A limited number of narcotic detectors can be purchased and allocated to the determined regional centre provinces but it will not be very reasonable to wait for the detector to arrive from another province to the other one which needed the device. It is seen much more profitable and logical to provide at least one device for all the provinces in the border line and for the strategic provinces of organised crime.  

The system consists of  the device itself, tools for gathering samples, connection cables, carrying case and other necessary items.

The operation of the device is easy after a short training. The main goals of the device are; detection and analysis of the suspected substances, the control of the places easily where the dogs can not reach, strengthening the fight against drugs. It is a device the units are in need which can compensate itself in a short time. 

9-) Portable X-ray or Gamma Ray Device 
This device is a portable device which can generate X-ray or Gamma Ray to enable the teams to inspect what is in the concealed places. 

This device has a portable panel to put behind the probable concealed place or a suspected material (box, baggage etc..) and with the X-ray generator part, rays penetrate through the inspected object and gives out a clear result and a picture of what is in the object. 
Even there are risk profiles for a selective search, there are many points which the teams do not have much opportunity to check or search the vehicles due to the intensive work periods. These devices will simplify the checks with its portability and ease of use. 
A limited number of portable x-ray  can be purchased and allocated to the determined regional centre provinces but it will not be very reasonable to wait for the detector to arrive from another province to the other one which needed the device. It is seen much more profitable and logical to provide at least one device for all the provinces in the border line and for the strategic provinces of organised crime.
The system consists of  the device itself, panel for reflection of x-rays, connection cables, carrying case and other necessary items.

The operation of the device is easy after a short training. The main goals of the device are; detection and analysis of the suspected substances, the control of the places easily where the dogs can not reach, strengthening the fight against drugs. It is a device the units are in need which can compensate itself in a short time. 

10-) Automatic Plate Recognition System (APRS): 
APRS is an important system which forms a prosperous data pool enabling the users to gather valuable pre-crime and intelligence information. This system is also used by EU countries such as UK,  Italy and etc. The system is designed as a fixed or mobile model. While fixed model is settled at the places like bridges, traffic road boards, traffic lights etc.., mobile models are designed to operate in the vehicles or as portable systems to utilise at the road side as if a traffic radar.

In both models, the main component of the system are the cameras with high configuration which capture the number plates of the vehicles and transfer the data to the processor units. The data captured are converted into text files by the APRS OCR (optical character recognition) software and stored in a database. This information together with the snapshot of the vehicle and the driver is transferred to a monitoring centre via wired or wireless communication like GSM, GPRS, radio link or similar.

APRS can also be used for tracking of the stolen vehicles or traffic rule violators but the main objective of the system is to follow the smuggling and organised crime activities in the border provinces. If all the strategic intersection points of the roads in the border line have this system, a valuable system will enable the users to discover many unobserved, undetected, smuggling activities just as if a secondary border against border related organised crime. 

With the system, it will be possible to track vehicles at the other end of the country which is seeked for a crime committed at the another point of the country. Especially if mobile APR systems are established, even the exact position of the seeked vehicle can be detected since mobile systems also log the GPS position of the vehicle of which the plate number is captured.  After APR systems are established, one can make a query on the web (internet or intranet) for a seeked vehicle and find out about its location easily.

System users can discover or uncover many smuggling activities by making cross-queries and using analysis tools. Most common points, routes, mostly used vehicles, relationships between these can all be figured out by the system. The system will lead an automated process, which our personnel attempts to manage with their own efforts by observing cameras and writing down the plate numbers manually. It is a fact that too many stolen cars have been seized after APRS has been established in Antalya, Balıkesir, İstanbul provinces.  

The disadvantages of the system are; the existence of too many number plates which are not compatible with the requirements, the dirtiness of the number plates,  the obligation of the system to operate at very different conditions in scope of the varying climate conditions of Turkey; sometimes rainy or foggy, sometimes sunny or similar.  

The system consists of CCTV cameras with high configuration, camera covers, camera installation legs, connection cables, illuminaton devices, processor unit or industrial type computers, communication units (GSM/GPRS modem, antennas, fiberoptic cables etc.), APRS software ve other necessary items.

The operation of the system is easy after a short training. The main goals of the system are; detecting the smuggling activities and related targets, tracking the relevant vehicles, making analysis of the data collected, providing the safety of pursuit teams and the operation, accomplishment of controlled delivery operations. The system is a beneficial system which will compensate itself in a short time.

11-) Vehicle Tracking Module Compatible with existing Gendarmerie  Vehicle Tracking System 
Provision of Vehicle Tracking Systems and PDA handheld computers for field operation are essential to enable the agencies with moving target surveillance especially to be used during controlled delivery drug operations as well as to control the routes of drug, human and weapon smuggling.

Especially in controlled delivery operations, it is absolutely necessary to deploy tracking devices on the target assets (vehicles, luggage etc.), which will exactly send the coordinates of the target to a monitoring centre. This tracking device will continuously send data about its position with coordinates and direction using the GPS or Galileo Satellite systems enabling the team pursuit the target without being so close to the targets.

These instruments provide the detection of the location of target vehicles on the bases of coordinates by using the GPS satellite systems. System is composed of GPS receivers deployed to target vehicles and GSM/GPRS modems, tracking computers in monitoring centre, digital maps loaded in these computers, GPS software that will show the digital maps and place the received GPS data over these maps, database and implementation servers and the other necessary equipment for the architecture of the system. Furthermore, PDA type handheld tracking devices/computers will be given to the teams on site enabling them to track the place of the target from the map by connecting to the servers at the centre.

12-) Wireless Transmission Devices on COFDM technology 
During the surveillance operations, wireless transmission devices are used for the transfer of video and audio data of the targets and their activities. However, the RF devices bring out many problems such as flickering or splits, cuts or intensive noise in the data. Many of them do not produce high resolution video data which is a main problem at the courts. The accused people usually rejects to be the person on the video scenes. Another problem with these standard RF transmitters are their short range transmissions due to the losses in the signal sent.

There is a new technology for RF transmission named as COFDM (Coded Orthogenal Frequency Divison Multiplexer). This technology presents a DVD quality resolution (MPEG2 format) for video signals and increase the range of transmission by utilisation of the reflections of the signals in a better way and sending more copies of the same data which declines the risk of big losses in the signal. The video and audio data are clearer and do not have splits, cuts, flickering or similar. The resolution is high and the system has a better and longer range comparatively to the standard RF transmitters.

One of the main problems of the law enforcement forces is the obligation only to have audio communication during the operations. However, if the capability of video viewing of the operation and operation area existed, most of the unexpected failures in the operations would have been prevented. The senior commanders of the operation would lead the operations much more better and would make the urgent decisions in time. Standard RF transmitters lack in many points to provide this but COFDM is capable of all. 

These devices are also needed for technical surveillance periods as well as the operation time. There are many operations which a long period of surveillance has been carried out before the time of operation start. COFDM technology is the one that should be adapted to the existing surveillance methods as soon as possible.

This system consists of a COFDM transmitter at the target point, COFDM receivers at the monitoring centre or the team vehicle, monitor and other necessary items. 

The main goals of the system are; detecting the smuggling activities and related targets, proper pursuit and surveillance of targets, recording the activities with high resolution and without problems, having proper evidence which can not easily be rejected by the target groups, good communication and viewing of the operation time and area.. The system is a beneficial system which will compensate itself in a short time. 

13-) Long Range Wireless Video and Audio Transmission System on RF technology 
During the surveillance operations, wireless transmission devices are used for the transfer of video and audio data of the targets and their activities. One of the main problems of the law enforcement forces is the obligation only to have audio communication during the operations. However, if the capability of video viewing of the operation and operation area existed, most of the unexpected failures in the operations would have been prevented. The senior commanders of the operation would lead the operations much more better and would make the urgent decisions in time. Standard RF transmitters lack in many points but they are still the most reasonable devices to purchase since the new technologic systems, which overcome the problems occur with standard RF transmission devices, are so much expensive. A limited number of such expensive systems can be provided for units but for only a limited number. 

These devices are also needed for technical surveillance periods as well as the operation time. There are many operations which a long period of surveillance has been carried out before the time of operation start. COFDM technology is the one that should be adapted to the existing surveillance methods as soon as possible.

This system consists of a COFDM transmitter at the target point, COFDM receivers at the monitoring centre or the team vehicle, monitor and other necessary items. 

The main goals of the system are; detecting the smuggling activities and related targets, proper pursuit and surveillance of targets, recording the activities with high resolution and without problems, having proper evidence which can not easily be rejected by the target groups, good communication and viewing of the operation time and area.. The system is a beneficial system which will compensate itself in a short time. 

14 -) Computer and Mobile Phone Forensic Hardware and Software Sets 
As mentioned in the project fische Turkish National Police and Gendarmerie have established their organised crime units at 81 provinces of Turkey. These units have sub-units dealing with cyber crimes, hi-tech and internet crimes as well as forensic inspection cases.  Nevertheless, these units severely lack of many devices and tools necessary for a proper investigation and inspection.To enhance the technical means of these units,  the provision of the equipments above have been planned with an understanding of  the establishment of main systems used in forensic analysis and recovery primarily then the enhancement of these systems with the complementary tools and devices which will absolutely be needed during main processes. 

The main reason to plan the supply of these sets is that there is a massive work density on the central departments as they are the only units having such hardware and software. TNP and Gendarmerie is planning to strengthen some strategic units as regional points to decrease the density on the central departments. This is also a principle of Turkish national strategy document in the section 3.3. , which suggests:
“For more effective use of logistical and technical capabilities, certain provinces with a regional character must be strengthened so as to provide support to the neighbouring provinces.” 

· Integrated Computer Forensics Software

· Forensic Mobile Phone Software, Update Pack, Phone Cables Set, SIM Card Reader

“Computer forensic software” is an advanced work environment for computer forensic examiners. “Forensic mobile phone software” for mobile phones contain some of the most important evidence in criminal investigations. Law enforcement agencies around the world need every possible advantage to help solve crimes. In many instances, mobile phones contain the important incriminating evidence that legal investigators require to solve a case.
· Hardcopy device

· Portable Hard Disk (min. 1 TB.)

-“Hardcopy device” is an image taking hardware and software, which exactly copies the same of an harddisk or similar and it enables the forensic examiners to make their studies without any changes of modifications at the data copied. Portable harddisk with its huge capacity enables the easy transfer of data between different forensic computers or servers.

· Dijital Evidance Store & Server Kit (64 Workstation + Chassis)  For Forensic Investigation Office

 “Digital evidence store and server kit”  is a centralised data center to create a seamless, workstation-class experience and it supports multiple work locations through a secure, flexible data center. This type of solution is especially critical for forensic examiner.

· 1 EB standalone Chassis with 10 FPGA

· 1 EB standalone Chassis with 20 FPGA

-For efficient forensic analysis processes, the provision of workstations with high configuration and capacity to fulfil the processes (imaging of the hard disks, scanning of harddisks at various levels, making different analysis processes at the same time etc..) FPGA is a hardwired chip that produces faster performance to be used in forensic inspection.
· WLAN Capture Engine system with 3u chassis complete,  includes encryption sw and its portable case model

“WLAN Capture Engine system” is a professional tool for wireless 802.11 forensics. Wireless forensics is a discipline required to investigate security attacks and incidents through (and over) 802.11 wireless data networks.
Results and Recommendations:

Turkey is determined to fight against organised crime and smuggling and these crimes are mostly originated from the borders. These crimes also give harm to the prestige of our country and to our own community. Our country is aware that it will be waste of time to attempt to discover some issues about organised crime fight which EU countries already have set the requirements for.  Therefore, Turkey is willing to exchange experiences, knowledge and skills about organised crime up-to-date requirements with EU member experts, supply the required needs and enhance the capacity of the staff working for the fight against organised crime.  

While as there are still many adoptations from EU acquis on the agenda in line with Turkey 2003 NPAA, the complementary studies shall go on; the minimum requirements and the capacity that the relevant staff and units ought to be identified and the requisite steps need to be taken. In line with this, in the 2002-2005 “Strengthening the Fight Against Organised Crime” has concentrated on the elimination of insufficiency of knowledge, skills and experiences rather than the provision of equipments. However, just like the senselessness of driving skill without belonging a car, the knowledge and skills gained by the staff will be useless unless supported by the relevant equipments and systems in line with their training. It is very crucial to put theoretic knowledge into practice.

For a final simile, organised crime in a country, which also have cross-border impacts on EU due to the geographic location, is like a contagious disease that can most probably infect the neighbouring countries and cause them have the similar major problems. Turkey unfortunately is at a considerably strategic location which makes her a transit and a target country breeding the obligation of securing the borders efficiently and fighting against organised crime with determination.

ANNEX 8:

THE STRATEGY DOCUMENT FOR THE FIGHT AGAINST ORGANISED CRIME

SECTION 1

GENERAL PRINCIPLES

1.1
PURPOSE

The purpose of this document is to determine the actions to be implemented and the measures to be taken towards strengthening the enforcement and implementation capacities of the judicial bodies, law enforcement bodies and other authorised units in charge of the fight against organised crime, with the aim of actively fulfilling our country’s obligations under the National Programme for the Adoption of the EU Acquis and harmonising legislation in order to meet the conditions for accession to the European Union. 

1.2
SCOPE

Prepared in the scope of “Twinning Project TR02-JH-06 for Strengthening the Fight Against Organised Crime” which was planned in 2002 with the support of Turkey-European Union financial cooperation funds and completed on 30 November 2005 jointly with the Interior Ministry of the State of Baden-Württemberg of Federal Germany, this document includes the principles, the measures that must be taken, and proposals related to implementation, for the judicial bodies and law enforcement bodies and other authorised units to fight effectively against organised crime. 

1.3
DEFINITIONS

Organised Crime: In EU Directive 98/773/JHA of 21 December 1998, organised crime is defined as more than 2 persons getting organised and acting around a certain and common objective, for a certain period of time, in order to commit a crime that calls for a prison sentence of 4 years or more. 

Special Investigation Methods: The investigation methods provided in Articles 135, 139 and 140 of Law No. 5271 on Criminal Trial Procedure. 

Secret Investigators: Public officers assigned by a decision of the judge or, in cases where delay would be prejudicial, the public prosecutor in the event that there are strong grounds for suspecting that the crime under investigation has been committed, and that evidence cannot be obtained through other means. 

Informants: Persons who report that a crime has been committed and the criminal, who provide assistance regarding crimes or their perpetrators or their traces and evidence, who are temporarily used for intelligence work, or whose assistance and information is used for such purposes. 

Surveillance by Technical Means: Where there are strong grounds for suspecting that a crime has been committed and evidence cannot be obtained through other means, watching the activities of the suspect or the accused in public places and his/her workplace and making sound or picture records of the same. 

Witness Protection Programme: The whole of the measures to be taken to conceal the identity of a witness or ensure his/her security after performing his/her duty as a witness.

National Programme: The joint national plan and programme which sets out the targets identified and the actions required concerning the adoption of the EU acquis in the process of our country’s accession to the European Union. 

European Union Acquis: All of the legislation (laws, regulations, directives, etc.) adopted by the European Union. 

Copenhagen Criteria: The decisions adopted by the European Council held in Copenhagen, Denmark on 21-22 June 1993 and set out in its Conclusions, stating the political and economic conditions required for the accession of the countries of Central and Eastern Europe to the European Union. 

Accession Partnership Document: The document that is intended to bring together in a single framework the priority areas of action identified in the Commission’s annual report on Turkey’s progress towards accession to the European Union, the financial instruments to assist in achieving those priority actions, and the conditions for the use of such assistance, and that constitutes the platform for a series of political instruments to support the candidate country’s preparations for accession. 

Progress Reports: The reports prepared by the European Commission concerning progress achieved by candidate countries towards accession in line with the envisaged criteria. 

Reforms Monitoring Group (RMG): The group created in September 2003, headed by the Foreign Affairs Minister and Deputy Prime Minister and comprising the Justice Minister, the Interior Minister, the President of the Human Rights Committee within the Prime Ministry, and the President of the Human Rights Advisory Committee, to monitor and evaluate measures taken with the aim of ensuring the effective implementation of government reforms which bring Turkey closer to the European Union values and criteria, to discuss additional measures which need to be taken, and to ensure that these reforms are effectively implemented. 

Short-Term Experts: According to the Twinning Projects Handbook published by the European Commission, persons selected from member states of the European Union to use their knowledge and expertise for a certain period in relation to a twinning project, and who are paid in return for their services daily allowances out of European Commission funds. 

Twinning Projects: Projects under which a member state of the European Union and a candidate member state come together and implement activities to increase the candidate member state’s capacity of adaptation to the Union, with the support of funds provided by the European Commission. 

1.4
LEGAL BASIS

The legal basis of the Strategy Document for the Fight Against Organised Crime is as follows: 

a) Turkey’s National Programme I and II for the Adoption of the EU Acquis; 

b) Council of Ministers Decision 2003/5930 of 23 June 2003 Relating to the Implementation, Coordination and Monitoring of Turkey’s National Programme for the Adoption of the EU Acquis; and 

c) “Twinning Project TR02-JH-06 for Strengthening the Fight Against Organised Crime” which was prepared with the aim of reviewing the measures of implementation in the field of legislative alignment and fighting against organised crime, in view of the European Union Acquis, the Copenhagen Criteria, the Accession Partnership Document, the National Programme, the Progress Reports, the Preliminary National Development Plan and the decisions of the Reforms Monitoring Group (RMG), towards the goal of full membership, in the process of our country’s accession to the European Union, which was introduced on 30.03.2004 with the approvals of our Interior Ministry, the Interior Ministry of the State of Baden-Württemberg of Germany, the Delegation of the European Commission to Turkey, the Presidency of the Central Finance and Contracting Authority, and the Steering Committee of the European Commission in Brussels, and which was completed on 30 November 2005.

1.5
PRINCIPLES OF PREPARATION, UPDATING AND IMPLEMENTATION 

a) “The Strategy Document for the Fight Against Organised Crime” was prepared on the basis of international conventions, national legislation and project goals, following the seminars and group activities carried out with the participation of personnel from the Justice Ministry, the General Directorate of Security (Police) and the General Command of Gendarmerie together with the German Short-Term Experts. In addition, official opinions were received from the Justice Ministry, the Financial Crimes Investigation Board of the Finance Ministry, the General Command of Gendarmerie, the Coast Guard Command, the Customs Undersecretariat and the various units of the General Directorate of Security, and these opinions were linked to each other and reflected in the document in the framework of its integrity and its purpose of preparation, and the document became effective with Prime Ministry’s approval B.05.1.EGM.0.09.07.07/Org. Prj ... dated .../.../....... 

b) The document covers a period of three years from 2007 to 2009. It will be updated once every three years under the coordination of the Interior Ministry in collaboration with the ministries, institutions and organisations concerned and submitted to the Prime Minister’s office for approval. 

c) The Interior, Justice and Finance Ministries and the Customs Undersecretariat will be responsible for the implementation of the Strategy Document for the Fight Against Organised Crime. 

d) Following the entry into force of the document, the Justice Ministry will monitor and coordinate its implementation and the tasks to be performed by the other ministries and institutions. 

e) The judicial and law enforcement bodies will implement legal and structural changes and transformations to achieve the goals set by the Strategy Document. 

f) Joint action plans in conformity with the Strategy for the Fight Against Organised Crime will be determined under the coordination of the Justice Ministry, and the activities of implementation in all institutions and organisations concerned will be monitored and evaluated in accordance with such action plans.

g) In accordance with the principles of implementation determined in line with the Strategy for the Fight Against Organised Crime, each law enforcement body will prepare its own implementation plans and submit them for ministerial approval. The plans will be in the nature of long-term plans towards the strategic requirements, medium-term towards the strategic goals, and short-term towards the development of strategic capabilities.

h) Based on the planning activities stated above, the plans towards law enforcement actions will be prepared and implemented by the executive units.

i) Amendments and changes to the Strategy Document for the Fight Against Organised Crime will be made in accordance with the principles of preparation/updating of the Document. 

j) Proposals for major changes in the content of the Document will be forwarded to the Interior Ministry. 

SECTION 2

ASSESSMENT OF THE SITUATION

CONCERNING THE FIGHT AGAINST ORGANISED CRIME

2.1
OVERALL ASSESSMENT

Organised crime is described as criminal activity conducted in an organised fashion, at the national or international level, with the aim of obtaining unjust benefits or high profits in an illegal way and gaining influence in the economic, political and social fields. 

As it is related with social and economic conditions in particular, organised crime is a political and socio-physiological phenomenon above all. The causes of such crime are addressed generally with reference to such issues as the social structure, the historical process, defects in the economic, legal and political system, corruption, the fact that democracy does not operate as required, and the structural weaknesses of the State. From the criminological point of view, the fight against organised crime, which has a complicated structure difficult to resolve, calls for making comprehensive analyses and determining effective methods of combat. 

Globalisation, movement of persons and goods, developments in communication technologies, new dependencies between countries, the opening of national borders, and regional or domestic instabilities, have an important part in organised crime acquiring a cross-border character. The typical activities of criminal organisations with strong international connections involve crimes such as trafficking in drugs, clandestine migration, trafficking in human beings, trafficking in arms and ammunition, corruption and money laundering (of criminal proceeds). Recently added to these activities are various information crimes and many new versions of conventional criminal activity in parallel to developments in information and communication technology. Organised criminal activities, perceived as a serious threat considering the financial and social damage they cause, have today acquired an international character. 

As it leads to corruption in the government and shakes social, economic and political institutions by their foundations, organised crime has become a major problem which concerns all countries in the world. Indeed, such crime arises especially during periods of conflict and disorder resulting from radical social and political changes. 

The facts that criminal organisations are becoming increasingly more professional in the process of economic and technological development, that the connections between them are developing, and that they obtain the possibility to influence the balance of powers within the democratic state based on the rule of law and thus abuse the opportunities presented by democracy and neutralise the forces that fight against them, all indicate how effectively they must be combated. 

The potential risk presented by these criminal groups makes it necessary for countries which must fight against such crime, on the one hand, to train high-quality law enforcement personnel and, on the other hand, to take effective initiatives towards strengthened international cooperation to determine methods of joint action.

Cross-border organised crime, drugs trafficking and international terrorism are currently the most serious threats against European security. Free movement within the European Union has eliminated the distinction between the concepts of domestic security and cross-border security. In a sense, cross-border organised crime and drugs trafficking have become intertwined. 

The terms “cross-border organised crime”, “drugs trafficking” and “international terrorism” are used in connection with international security and stability and defined mainly as “new risks” or “non-conventional risks”. At the same time, however, these risks are viewed usually from the perspective of the national fight while the perspective of international security requirements can remain at a lower level. Although the impact of these risks at the national level can be measured more clearly, both new developments and searches for a structure at the international level and the impacts on the existing economic and political structures indicate how effective these risks are at the international level. 

The competent bodies of the United Nations (UN) and the European Union (EU) have determined basic principles and goals in the area of fighting against organised crime, and efforts in this direction have increased. In our country, important progress has been made especially during recent years in the area of the fight against organised crime as well as all other types of crime. 

Due to its geographical position, our country is located between regions where a considerable level of organised crime may occur and is greatly affected by such unlawful acts. Situated in such a sensitive region, our country maintains its fight against organised crime in a multi-directional way, believing in the necessity of international cooperation. It is clear that legal and structural changes made in this direction have a positive effect on the fight against such crimes. 

In addition, it is an important issue to concentrate resources towards the development of international cooperation in the fight against international and cross-border criminal groups with a view to further developing the current activities and improving the performance of the law enforcement bodies. To this end, twinning projects supported by the European Commission through Turkey-EU financial cooperation funds are being conducted with the aim of intensifying international cooperation and developing the police and judicial cooperation capacities. 

One of the most important examples of the intensive activities and efforts towards these goals is “Twinning Project TR02-JH-06 for Strengthening the Fight Against Organised Crime” which was planned in the framework of the Turkey-EU financial cooperation programme, which was introduced on 30 March 2004 with the approvals of the Interior Ministry of the Turkish Republic, the Interior Ministry of the State of Baden-Württemberg of Germany, the Delegation of the European Commission to Turkey, the Presidency of the Central Finance and Contracting Authority and the Steering Committee of the European Commission, and which was completed on 30 November 2005. 

The project aimed generally to strengthen the functions of the existing democratic system within the norms of law and specifically to increase the effectiveness of the law enforcement bodies of the Interior Ministry, and the judicial bodies, that fight against organised crime in their fight against organised crime, the use and production of and trafficking in drugs, corruption and information crimes, to adopt the EU acquis in the field of international judicial cooperation and to develop the national policy and strategy for strengthening the capacity of police and judicial cooperation. 

2.2
ASSESSMENT OF THE EFFECTS OF ORGANISED CRIME FOR THE EUROPEAN UNION (EU) AND OUR COUNTRY 

2.2.1
Fighting Against Mafia-Type Organised Crime

Mafia-type criminal organisations are established with the aim of obtaining unjust economic benefits. These criminal organisations take advantage of uncontrolled areas due to loopholes which arise from legal, social, economic and technological changes and newly emerging conditions. While force and threats constitute the most powerful weapon of these organisations, the proceeds they obtain through crime are an important means for them to protect and maintain themselves. 

Seeking to take advantage of the environment of insecurity and confusion that will be brought into being by creating negative effects in the economic, social, legal and political fields within the country, these organisations are also engaged in cross-border activities. In this way, they can hide and launder through complicated banking systems and commercial procedures and methods the proceeds they have obtained through crime. 

2.2.2
Fighting Against Trafficking in Arms and Ammunition

It is known that terrorist and criminal organisations operate in connection and cooperation with each other and carry out joint trafficking activities.

Due to the impact of the changing balances of power and geopolitics in the world, trafficking in arms and ammunition has recently entered into an upward trend again in our country. It appears that arms of different manufacturing are sold at low prices in areas near our borders and illegally brought into our country, and that the increase in seizures of arms and ammunition illegally brought into the country is due to the vacuum of authority and the instability near the our south-eastern borders. At the same time, the close interest in arms due to the traditional habits of our country’s people is among the factors that affect this type of crime. 

2.2.3
Fighting Against Trafficking in Drugs

As a result of its geographical position, our country is both a transit and destination country in drugs trafficking. For this reason, it is of great importance to conduct an effective fight against drugs trafficking as part of the overall fight against organised crime. Criminal organisations regard drugs trafficking as the greatest source of income compared with other types of organised crime. As such, drugs trafficking accounts for a very great part of the total income obtained by criminal organisations. 

The effectiveness of the national fight against drugs trafficking depends on the units that conduct it having the same level of knowledge about the current situation, the routes of trafficking and the methods used for trafficking and on their sharing and using such knowledge in a coordinated fashion. 

The approach to the fight also requires preventing the spread of drugs-related crimes in society, especially among young people, and developing a mechanism of protection with the help of intensive awareness-raising efforts and counselling services.

2.2.4
Fighting Against Financial Crimes

The fact that borders, although remaining physically in place, are effectively disappearing in parallel to developments taking place in communication technologies prepares the ground for financial crimes to be committed at the international level and in an organised fashion. This constitutes a common characteristic of such crimes, even if the forms and methods of committing them may differ. Arising due to social, economic, cultural, political and geographical reasons, certain legal gaps and the shortcomings of preventive measures as well as the greed and ambition of individuals for power and money, financial crimes negatively affect the national economy and public order, prevent the development of local industry, and form the most important source of income for profit-seeking criminal organisations. 

Experience from the fight against organised crime has shown that an approach focused on a particular type of crime is not sufficient for definitive success. For this reason, continuously and effectively fighting against financial crimes, which may be classified as smuggling, fraud, swindling, usury, and price manipulation, developing new methods of fighting, carrying out national and international cooperation, and fighting against all types of financial crime, are important for eliminating the environment that feeds organised crime.

2.2.5
Fighting Against Corruption-Related Crimes

Although it is a matter of penal law, corruption may be considered in its various aspects with regard to its nature, its parties, its dimensions, the cultural and legal environment in which it takes place, and the academic and practical priorities. 

Corruption-related crimes were not regarded as a considerable problem in interstate relations throughout history as they occurred as a result of certain imbalances and disorders in the domestic political, economic and social dynamics of countries themselves and as their impacts were felt mainly at the local level, but the developments taking place from the late twentieth century onwards have carried the fight against corruption to international platforms. 

The cost of corruption concerns not only two persons or groups but extends to the entire society in terms of its economic, political and social impacts. In this framework, corruption damages competition, lowers productivity, results in a misuse of resources, distorts income distribution, shakes economic and social stability, erodes moral values, and leads to the breaking of law. 

2.2.6
Fighting Against Trafficking in Human Beings

Illegal migration is one of the most important problems that lead to violations of human rights on both national and international platforms today. 

Due to the collapse of political and economic walls between countries, increased international mobility, financial difficulties, regional conflicts, political problems and similar reasons, there has been a great increase in the demand for migration from one’s own country to others, and this increase has both resulted in the emergence of illegal structures that provide intermediation services for those who seek to immigrate through clandestine ways and turned certain immigrants, who experience financial difficulties, fall into an identity crisis and face discriminatory attitudes in their countries of destination, into a target for cross-border criminal organisations seeking to recruit new members. 

Since individuals who have entered into a country through clandestine ways are usually employed in the informal sector, the country suffers a loss of tax revenue, and unfair competition occurs in the labour market. In addition, illegal immigrants also threaten the country’s internal security through the criminal potential they represent. 

Included among the regional and international threats facing our country are the trafficking in human beings that originates from the countries of the former Eastern Bloc in particular, and the proceeds obtained through this activity, as well as the trafficking in immigrants that originates from Western Asia, Africa, the Middle East and our own country, and the proceeds obtained through this activity. 

The protection of borders is of great importance for preventing the activities of criminal organisations in the field of trafficking in human beings and illegal immigrants. Measures need to be taken to prevent our country being used by such criminal organisations as a destination and as a transit country for entry into western countries. 

2.2.7
Confiscation of Criminal Proceeds and Fighting Against Money Laundering

The fact that organised crime brings large amounts of income accelerates the emergence and expansion of criminal organisations and also constitutes the basic motive for committing such crimes. Prison sentences alone prove insufficient in the fight against crimes that are committed to obtain income, and criminals grow even stronger when they are not deprived of their criminal proceeds although they are punished with prison sentences. 

Money laundering operations consist of various stages such as turning cash into bank money or other assets, then concealing its illegal origin through complicated financial transactions, and directing it towards the legal economic system through appropriate investments. 

The fight against criminal proceeds and their laundering is very important in protecting the economic, financial, political, social and moral fabric of society. For, if criminal proceeds are widespread in an economy, this situation: 

a) Results in unequal competition between economic actors; 

b) Weakens public finances and makes it impossible to collect taxes in the required amount and equitably; 

c) Corrupts the political system, the bureaucracy, the economy and, gradually, the entire society as people who control these proceeds seek to gain economic power and influence; and 

d) Destroys business ethics and increases social degeneration as criminal organisations move into power areas which the legitimate forces of society cannot fill. 

Moreover, the transfer abroad of illegal profits is another important step towards masking all types of assets obtained through such means. For this reason, in addition to creating the necessary legal ground for discovering incidents of money laundering and confiscating the proceeds, it is of great importance that the units established to perform this duty should be in active international cooperation and that the procedures for the identification, seizure and confiscation of criminal proceeds and related assets should be made functional. 

In our country, as required by the increasing national awareness concerning the fight against money laundering and by our international obligations, legislative and structural arrangements have been made and basic principles adopted regarding the fight against this crime. However, reasons such as the fact that the processes of examination, investigation and trial take a very long time, the fact that the judicial and financial aspects of investigations cannot be conducted in tandem, and the lack of the data and information infrastructure needed in these processes, have led to searches for a new structure and made it necessary for the law enforcement bodies also to take part more effectively and actively in the fight against this crime, as in European Union countries. 

2.2.8
Fighting Against Information Crimes

The increased use of the computer and the Internet as a result of rapid technological progress has made it necessary to reconsider concepts in the area of information such as trade, marketing, security, confidentiality, ethics, legal and illegal. The most important characteristic of the information sector in this regard is that it provides a suitable environment for crime.

Crimes in the information sector are often committed by individuals who seek to obtain benefit without expending labour. It is observed that such crimes are committed through the intensive use of information systems, outside the conventional methods of organised crime. The fact that such crimes cross national borders at the stage of being committed and thus strain the limitations of duty and authority from the legal point of view is another point that needs to be considered at the phase of investigation and trial. 

Sometimes, information crimes can also threaten the security of countries and the moral and ethical values of society. 

ANNEX 8 –STRATEGY DOCUMENT
SECTION 3

THE STRATEGY FOR THE FIGHT AGAINST ORGANISED CRIME

3.1
GENERAL PRINCIPLES

a) Changes in cross-border movement of persons, goods and capital, economic and social changes, and developing technologies, enable organised criminal structures to be more effective both nationally and internationally. The judicial and law enforcement bodies need therefore to be provided with the capacity to fight against new types of organised crime which has taken on an international dimension today. 

b) Multi-dimensional and effective strategies towards the future need to be determined for an effective fight against cross-border organised crime which manifests itself in different forms.

c) In the fight against organised crime, the principle should be to address such crimes and organisations in all their aspects. In this framework, those who lead them and those who provide financial assistance must also be identified and these criminal organisations prevented from gaining power and influence.

d) According to the Constitution, the fundamental aims and duties of the State are to safeguard the independence and integrity of the Turkish nation, the indivisibility of the country, the Republic and democracy, to ensure the welfare, peace and happiness of the individual and society, to strive for the removal of political, social and economic obstacles which restrict the fundamental rights and freedoms of the individual in a manner incompatible with the principles of justice and of the social State governed by the rule of law, and to provide the conditions required for the development of the individual’s material and spiritual existence. This duty to safeguard covers not only the time when crime is committed but extends into a period well in advance. The primary duty of the State in the fight against crime is to take preventive measures, and in particular to prevent organised crime at the stage of preparation. For this reason, while the State takes the measures in question, it must also develop suitable mechanisms to protect society from organised crime as part of those measures and enlighten the public about the dangers presented by such crime and the forms in which it occurs. 

e) The necessary measures must be taken to protect public institutions and economic undertakings from the negative effects of organised criminal groups and to prevent infiltrations into these structures. 

f) Broadcasts and publications in the media that include violence and encourage organised crime must be prevented and, in this framework, cooperation with media organisations must be strengthened. 

g) The limits of power and responsibility of the bodies fighting against organised crime must be clearly defined. 

h) It must be ensured that law enforcement bodies and public prosecutors become specialised in organised crime and all types of financial crime. 

i) Attention must be paid to the specialised training of judicial and law enforcement bodies.

3.2
BASIC PRINCIPLES OF THE UNITED NATIONS (UN) AND THE EUROPEAN UNION (EU) CONCERNING THE FIGHT AGAINST ORGANISED CRIME 

3.2.1
The United Nations

In the United Nations General Assembly resolutions concerning crime and public security, member states are called upon to take all necessary measures especially in the field of fighting against heavy cross-border crimes and it is recommended that public information campaigns should be organised in member countries and public awareness increased about crime prevention and general security. 

The “United Nations Convention Against Cross-Border Organised Crime”, which was signed on 15 November 2000 in Palermo, Italy and which was ratified by our country through Law No. 4800 of 30 January 2003 and thus became part of our domestic law, sets out the following principles for the fight against organised crime: 

a) In order to fight against heavy crimes such as organised crime, illegal trafficking in drugs and arms, money laundering, corruption-related crimes, financial crimes, and trafficking in immigrants and human beings, states must take the necessary legal measures to criminalise these acts.

b) In order to criminalise the laundering of illegal proceeds obtained through these and similar acts and to combat the international circulation of criminal proceeds, a suitable data and recording system must be established and developed for the monitoring and inspection of suspicious financial transactions, and effective laws and combat methods must be implemented for the confiscation of such proceeds. 

c) Special investigation methods must be used, in the framework of legal rules, for effectively fighting against organised crime. 

d) It is important to gather the necessary information and exchange and analyse it under international cooperation, according to the nature of organised crime. 

e) Bilateral and multilateral technical assistance under training and experience-sharing programmes, as well as strengthened information exchange, must be provided through activities to be organised at the international level if required. 

f) Mutual assistance in the judicial field must be achieved to the maximum extent in relation to fighting against crime as well as promoting international bilateral, regional, multilateral and global cooperation. 

g) It must be ensured that extradition of criminals is implemented between states where the necessary conditions exist. 

h) The necessary measures must be taken to increase cooperation and mutual assistance between law enforcement bodies at the stage of criminal investigation. 

i) Concrete and effective measures must be taken and implemented for the identification and prevention of heavy cross-border crimes.

j) To prevent illegal trafficking in drugs, the necessary legislative arrangements must be made concerning the taking of all preventive measures required and the punishment of perpetrators.

k) For the prevention of such crimes, the following recommendations are also made. 

l) High-quality specialised training must be given to all personnel taking part in the fight.

m) Appropriate budgetary means must be provided for the fight. 

n) International agreements for mutual assistance in technical matters must be developed. 

o) Cross-border crimes must be prevented by increasing public awareness and information and the efforts in this area strengthened. 

p) Corruption and bribery must be effectively combated, making the widest use of national laws and under international cooperation to suppress and prevent corruption. 

3.2.2
The European Union (EU)

The EU Action Plan Against Organised Crime prepared by the European Council of Vienna in June 1997, strengthened by the Amsterdam Treaty in December 1998 in the light of new developments, and reviewed and adopted by the European Council of Tampere in October 1999, determines the following basic principles: 

a) Activities of data gathering and analysis concerning organised crime must be intensified.

b) The spread of organised crime to the private and public sectors must be prevented. 

c) Preventive measures, penal systems, and cooperation between countries, must be strengthened regarding organised crime. 

d) Policies and arrangements to fight against crime, as well as legal rules, must be considered and developed at the level of the European Union. 

e) Investigations conducted against organised crime must be rendered more effective. 

f) The role of the Europol must be strengthened. 

g) It must be ensured that criminal proceeds are identified, frozen, seized and confiscated.

h) Cooperation between authorities in charge of criminal investigation and prosecution must be strengthened at the national level and in the European Union framework.

i) Cooperation with the candidate members of the European Union must be intensified.

j) Cooperation with third countries and with international organisations must be enhanced.

k) Organised crime must be prevented in the European Union, and the measures and successful practices in the fight against such crime must be followed. 

3.2.3
PRINCIPLES OF IMPLEMENTATION CONCERNING LEGISLATIVE PROVISIONS

a) The definition of organised crime in our national legislation must be revised in line with the basic definition accepted in all EU member states, based on EU Directive 98/773/JHA of 21 December 1998. 

b) The criminal trial procedures which determine the method for the fight against crime must be in conformity with the European Union norms, enable valid evidence to be obtained as a basis for the rendering of a proper judgement at the end of the prosecution, be defined clearly and implemented equitably, and not be open for different interpretation and understanding. 

c) The principle of deterrence must be adopted as a basis in punishing individuals who are involved in organised crime.

d) The use of special investigation methods in the fight against organised crime must be promoted. 

e) The preventive powers of administrative authorities and law enforcement bodies under the various legislative texts must be revised for an effective fight against organised crime. 

f) In the investigations to be conducted by law enforcement bodies in relation to their judicial duties, the methods followed in obtaining the necessary judicial decisions on grounds of national security, public order and crime prevention must be made easier.

g) The necessary legal improvements must be made in matters such as access to identity and address information and to information concerning permits and licences, in addition to the powers used for crime prevention.

h) The preventive powers and capabilities of law enforcement bodies must be increased. 

i) The implementation of laws concerning the fight against organised crime must be supported by detailed secondary legislation that is sufficiently precise to leave no room for doubt.

j) All members of personnel with investigation power must receive common specialised training for the effective implementation of laws. 

k) Following the introduction of new legislative provisions, training programmes must be organised concerning implementation and it must be ensured that members of personnel get adapted to the new provisions.

3.3
PRINCIPLES OF IMPLEMENTATION CONCERNING THE STREAMLINING OF THE ORGANISATIONAL STRUCTURE

3.3.1
Law Enforcement Bodies 

a) The targets and priorities determined by law enforcement bodies for the fight against organised crime must be updated according to changing requirements and developing conditions.

b) The current structures of the units that fight against organised crime must be reviewed and the organisational structures and working requirements of the various units in the status of general law enforcement body performing the same duties must be made parallel. 

c) The bodies in charge of the fight against organised crime must be so structured as to provide information-sharing and coordination at the highest level, in view of regional characteristics and requirements. In this framework, effective communication and joint working possibilities must be enhanced between the central and provincial structures of the units for the Fight Against Smuggling and Organised Crime which operate within the law enforcement bodies. 

d) For more effective use of logistical and technical capabilities, certain provinces with a regional character must be strengthened so as to provide support to the neighbouring provinces.

3.3.2
Judicial Bodies 

a) Specialised offices in charge of organised, financial and corruption-related crime must be established within the offices of Chief Public Prosecutor. 

b) The fight against organised crime requires a sufficient accumulation of knowledge about investigation methods and criminal organisations and their activities as well as an accumulation of knowledge in the field of law. For this reason, a sufficient number of specialised public prosecutors must be employed within the offices of Chief Public Prosecutor. 

c) Through in-service training to be provided in other institutions engaged in the fight against organised crime, in addition to specialised training, it must be ensured that the public prosecutors in the specialised offices of public prosecutor to be created within the offices of Chief Public Prosecutor acquire knowledge of the working methods and capabilities of those institutions. 

d) Since an important part of investigations and prosecutions in the area of the fight against organised crime requires international work, a separate unit in charge of international relations must be established in certain offices of public prosecutor, in addition to the experts at the Justice Ministry, and it must be ensured that the specialised offices of public prosecutor with the duty of dealing with organised crime also acquire specialisation in the area of international relations. 

e) To provide easy and rapid sharing of data in organised crime investigations, the judicial bodies and the specialised offices of public prosecutor must be supported with the necessary technical equipment. 

3.4
PRINCIPLES OF IMPLEMENTATION CONCERNING COOPERATION 

3.4.1
Cooperation Between National Bodies

a) Joint work must be intensified between the law enforcement bodies in charge of the fight against organised crime and the other ministries, institutions and organisations directly or indirectly authorised in the field of fighting against crime. 

b) To enable analyses to be made concerning the fight against cross-border organised crime in particular and new fighting strategies to be determined, strategy centres must be established within the fighting units, with cooperation and coordination provided between such centres, and they must be equipped with powers and capabilities for direct access to information and databases kept in the law enforcement bodies.

c) Information entered in the databases must be standard, and healthy and rapid data entry must be provided in line with common formats to be developed. In addition, basic principles must be determined for the sharing of such data.

d) The areas of power and duty of the institutions and organisations taking part in the fight against organised crime must be clearly defined. 

e) The fighting units must be prevented from fighting against the same crimes through different approaches, capabilities, powers and methods for reasons such as structural differences, their separate areas of power and responsibility or the diversity of their areas of specialisation. 

f) Project working groups must be established to create synergy in the fight against organised crime. 

g) In creating joint investigation teams in the form of project working groups, the guiding principles must be for the duties and powers of the institutions taking part in the investigation to be used as far as necessary, for the strategic research, preventive measures and crime investigations to complement and support each other, and for the institutions to join their forces. 

h) Cooperation and information-sharing between the institutions and organisations with the duty of gathering pre-crime intelligence and the law enforcement bodies with the duty of conducting the preventive and judicial investigations must be extended to cover the fight against organised crime.

i) Since the success of investigations and prosecutions will be possible through public prosecutors and law enforcement bodies working closely together on an institutional basis, it is necessary to determine fighting strategies based on regular exchange of information. 

3.4.2
International Cooperation 

a) Since the examination and analysis of organised crime from the strategic point of view is of great importance for the identification of the new types of crime and the methods to fight against them, international as well as national knowledge must be used and fighting strategies based on international cooperation must be developed in the light of such knowledge.

b) To fight effectively against organised crime, effective and intensive information-sharing is needed between international crime investigation and prosecution authorities. 

c) Administrative and legal provisions must be adopted concerning principles and procedures of international exchange of information. In this framework, new procedures must be established and existing ones strengthened through bilateral agreements providing for rapid exchange of information concerning persons and incidents connected with crime between the law enforcement bodies in different countries. The practice of Police Liaison Officer must be extended. 

d) In terms of cooperation with European countries, units must be established within the Europol to provide rapid and effective information exchange, and cooperation must be intensified in the framework of the existing strategic partnership with the Europol. 

e) The necessary legal arrangements must be made for the assignment of secret investigators and informants in cross-border crime investigations.

3.5
PRINCIPLES OF IMPLEMENTATION CONCERNING SPECIALISED TRAINING 

a) In parallel to re-determining the powers of law enforcement bodies in relation to the fight against organised crime, in-service training programmes must be arranged for the adaptation of personnel to the new legal provisions. 

b) Training cooperation initiatives and related activities must be enhanced between law enforcement and judicial bodies in the international area. 

c) Specialised training and development training must be further developed in the subjects of organised crime, drugs, corruption and financial crimes. 

d) Basic and specialised training must be provided regarding international cooperation.

3.6
PRINCIPLES OF IMPLEMENTATION CONCERNING SPECIAL INVESTIGATION METHODS

3.6.1
Use of Informants and Secret Investigators 

a) Attention must be paid to effectively using informants and secret investigators in the work to be carried out with the aim of acquiring information about criminal organisations and discovering their activities.

b) Relevant legal provisions and bilateral agreements between countries must be made for using informants and secret investigators in operational work. 

c) The necessary legal and administrative provisions must be implemented to prevent the identity and mission of secret investigators from becoming exposed and to ensure their security. 

d) Legal provisions must be made for life stories to be created, in accordance with the particular activity, for persons who are assigned to conduct secret investigations with law enforcement bodies. 

e) To permit agents in secret investigation activity to be used also in cross-border work, international cooperation must be implemented, and legal provisions must be improved in accordance with European Union requirements. 

f) The principles concerning the assignment and inspection of secret investigators, fiduciaries, auxiliary intelligence workers and informants, and the regulations or implementation directives governing their specialised training, must be arranged in conformity with European Union requirements, in line with the criteria to be used in both national and international assignments. 

3.6.2
Use of Technical Instruments

a) The bodies fighting against organised crime must be equipped with special operational instruments and materials (technical, electronic and optical devices, vehicles, etc.) for them to carry out their duties effectively. 

b) The use of technical devices in crime operations must be promoted, especially to obtain material evidence of the crime. 

3.6.3
Witness Protection

a) Efforts must be increased to raise public awareness of crime and to promote willingness to act as a witness for crime cases to be resolved. 

b) Personal statements remain an important piece of evidence in investigations and prosecutions. Using various methods of pressure and threat, organised crime networks intimidate witnesses prepared to give statements against them, try to prevent witness statements, or force such witnesses to make false statements. For this reason, it is essential that witnesses prepared to give statements for crime cases to be resolved should be protected by the State, which can only fulfil this duty of protection under a Witness Protection Law specifying the relevant measures. Such a law and a Witness Protection Programme must be urgently put into implementation. 

c) After a Witness Protection Programme decision is made, the procedures and methods concerning the implementation of the decision must be determined by the law enforcement authority. 

d) With the aim of implementing the Witness Protection Law, administrative work must be carried out in this area, and the existing infrastructure must be improved. 

e) Special training activities must be organised to ensure specialisation concerning the duties under the witness protection programme. 

3.7
PRINCIPLES OF IMPLEMENTATION CONCERNING THE FIGHT AGAINST ORGANISED CRIME

3.7.1
Fighting Against Mafia-Type Organised Crime

a) The “Active Fighting Approach”, which means surveillance of identified persons and criminal organisations without waiting for crime to take place, must be developed in the fight against mafia-type organised crime. 

b) Strategic and operational assessments of the situation, reflecting the current situation, must be carried out to identify target groups and to determine the order of priority regarding them. 

c) Considering that organised criminal groups work in secrecy and take measures to prevent discovery of their organisations and criminal activities, efforts must be made to implement and further develop special investigation and prevention methods. In this context, careful work must be displayed both at the stage of information gathering for strategic purposes and at the stages of investigation and prosecution. 

3.7.2
Fighting Against Trafficking in Arms and Ammunition

a) Regarding the fight against trafficking in arms and ammunition, importance must be attached to international investigations and the practice of controlled delivery. 

b) Investigations must be conducted towards the source and the destination by investigating brands, models, serial numbers, packaging and similar matters to identify the origin of the arms and ammunition. 

c) The fight must be rendered effective also beyond the national borders, and international initiatives must be taken to develop border control systems. 

3.7.3
Fighting Against Drugs-Related Crimes

In relation to the supply aspect of drugs:

a) The fight conducted against drugs trafficking must be carried on without interruption.

b) The routes and methods used in the trafficking of drugs shipped from the countries to the east of our country that are in the position of source regions for opium and derivative drugs to Western countries and of synthetic drugs (ecstasy and captagon) and chemicals used in drugs production which are shipped from Western countries through Eastern Europe and our country must be tracked and appropriate measures taken. 

c) The fight must be rendered effective also beyond the national borders to prevent our country from being used as a transit route in illegal drugs trafficking. 

d) International initiatives must be taken towards improving the border control systems of those countries which directly affect our country in terms of drugs trafficking. 

e) The number of successful activities jointly conducted by our country with EU member countries and other countries in the world must be increased to extend the practices of controlled delivery from our country to other countries or from other countries to our country, which enable organisations to be defeated. 

f) Joint Investigation Groups to carry out work between institutions must be established. 

In relation to the demand aspect of drugs: 

g) A suitable mechanism of protection with the assistance of counselling services must be developed to prevent the spread of drugs-related crimes in society, especially among young people, including through extensive information and awareness-raising, and appropriate social counselling offices must be established for this purpose. 

h) The Turkish Centre for Monitoring of Drugs and Drug Addiction, which includes all institutions concerned, must be given an effective structure to prevent the spread of drugs-related crimes.

i) Measures must be taken to prevent easy access by the public to drugs. 

j) A comprehensive “Strategy Plan for the Fight Against Drugs”, binding upon all institutions and organisations that take part in this fight, must be prepared. 

3.7.4
Principles Concerning the Fight Against Financial Crimes

a) The units to fight against financial crimes must be developed in structural terms.

b) Since the main goal of criminal organisations is to gain power and benefit, the seizure and confiscation of their illegal proceeds is among the most effective measures against these types of crime. For this reason, areas of speciality must be created within law enforcement bodies to conduct the necessary investigations for the seizure and confiscation of proceeds obtained through illegal means. In addition, it must be ensured that criminal proceeds are confiscated by the court according to the gross principle accepted in many European countries. 

c) To be able to fight effectively against financial crimes, the specialised units must be strengthened, and professional knowledge and experience must be pooled. Attention must be paid to employing personnel from particular areas of speciality in these units, either in permanent staff positions or under contracts. 

d) The specialised units must be divested of general administrative duties which fall outside their principal duties so that the preventive work and investigations of law enforcement bodies can be conducted effectively and efficiently. 

3.7.5
Principles Concerning the Fight Against Corruption-Related Crimes

Measures to render the fight against corruption more effective: 

a) Preventive measures against corruption must be increased; 

b) Early diagnosis systems must be established to enable the dimensions of the corruption threat to be foreseen well in advance.

c) Investigation units specialised in their area through intensive training must be created to prevent corruption-related crimes and to be assigned in the investigations in this field.

d) A platform must be created for cooperation and information-sharing between the units fighting against corruption and other public institutions and organisations. 

e) In the scope of intra-institutional audit, systems must be established for any points noticed involving corruption to be reported in a timely fashion to the relevant authorities. 

f) In law enforcement bodies, intra-institutional control mechanisms to prevent corruption must be created and their secrecy ensured. 

g) Specialists from outside the institution must be included in anti-corruption efforts so as to make use of different areas of specialisation. 

h) A “Strategy Document for the Fight Against Corruption” including the common principles in the fight against corruption must be prepared. 

3.7.6
Principles Concerning the Fight Against Trafficking in Human Beings

a) New structures and methods must be developed for the protection of borders to prevent the activities of trafficking in human beings by criminal organisations. Border security must be re-organised and the responsibilities and powers concerning border control re-determined.

b) Measures must be taken to prevent our country from being used as a destination for trafficking in human beings and clandestine immigration and as a transit country for entry to western countries. 

c) To fight against trafficking in human beings and clandestine immigrants, joint investigation and project working groups must be established with the participation of the law enforcement bodies in charge of working in this area. 

d) The existing databanks on trafficking in human beings and clandestine immigrants must be rendered suitable for exchange of information. 

e) It must be ensured that the institutions operating in the area of the fight against trafficking in human beings and clandestine immigrants periodically come together and hold evaluation meetings. 

f) In accordance with the provisions of the “Protocol Concerning the Prevention, Elimination and Punishment of Trafficking in Human Beings, Especially Women and Children” which is annexed to the United Nations Convention Against Cross-Border Organised Crime, a comprehensive international approach must be adopted with effective steps to prevent and combat trafficking in human beings, especially women and children, including the punishment of such traffickers in source, transit and destination countries and the protection of the internationally recognised human rights of victims. 

3.7.7
Principles Concerning the Confiscation of Criminal Proceeds and the Fight Against Money Laundering

a) Practices for the identification, seizure and confiscation of property and assets in the international area must be made functional.

b) For an effective fight to be conducted against organised crime, attention must be paid to finding out the criminal proceeds, regardless of their form or location, and to establishing the link between the act, the perpetrator and the result. 

c) In addition to gathering the necessary financial information for criminal proceeds to be identified, suitable methods of investigation must be developed and activities seeking the confiscation of criminal proceeds must be strengthened. 

d) In line with legal and structural arrangements made in our country as required by the national awareness that has come into being in relation to the fight against money laundering and by our international obligations, the law enforcement bodies must also actively take part in the fight against this crime, as in European Union countries. 

e) Since there is a close relationship between the institutions with the power to conduct investigations related to money laundering, such investigations must be conducted through cooperation between those units or a close, mutual flow of information must be ensured. 

f) The cooperation to be implemented between the relevant institutions and the law enforcement bodies either in money-laundering investigations or during inquiries towards confiscation must include sharing, in the framework of certain conditions, the results from the analysis of information related to suspicious financial transactions, and the information and documents related to preliminary criminal investigations, between the units in charge of researching and investigating these crimes. 

g) Considering that, especially in money-laundering investigations, it would not be possible for the investigative power of the law enforcement bodies to be used by units outside these bodies, methods of cooperation must be developed concerning investigations. 

h) To acquire information about proceeds obtained by criminal organisations and to destroy those organisations as a result, the capacities of the law enforcement units that fight against criminal proceeds must be developed and their specialisation increased. 

i) To improve the effectiveness of investigations concerning criminal proceeds and assets, on-line data exchange and record systems must be developed for rapid access to records. 

3.7.8
Fighting Against Information Crimes

a) Work must be conducted, with the contributions of academics and experts, towards activities carried out by organised criminal groups through information systems, and projects must be developed for solving problems encountered in terms of legislation and practice.

b) In-service training activities must be organised with the law enforcement and judicial bodies and relevant institutions to eliminate shortcomings that exist in the fight against information crimes and adversely affect this fight. 

c) During the investigation of these crimes, the specialist investigation units must be supported with technical material to examine items stored in the form of digital data. 

d) Since the examination of computers or digital media seized during an investigation requires specialisation and special programs, such examination must be performed by competent personnel who received training in this field. 
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